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TECHNOLOGIES

Fusion Installer Instructions

This is the installation guide for the Fusion NaviLine installer. This guide provides instructions
for installing, updating, and maintaining your Fusion REST web service. Each of these actions:
installing, updating, or maintaining, has its own set of steps and instructions to follow. This
guide explains what each of these actions does, and then guides and directs you to the steps
you need to do for the action. iis
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Configuration Checklist

Before you start the installation, go through the configuration checklist below and fill out all the
values. You will be prompted to enter this information during the install. You should also print
this list and keep a copy for your records. If your configuration checklist is complete, click here:
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Prerequisites to move to the next section.

m Configuration Info Customer’s Value

Your App ID and App Key ApplID1:
Note: Contact CentralSquare support to receive AppKeyl:
this value.

This is a paired key consisting of a short (App ID)
and long (App Key) encoded value.
|
Local iSeries user name User:
Local iSeries password Password:
Fully qualified local iSeries server name or IP
iSeries database name

iSeries program library

iSeries data library

iSeries environment label (if used)

iSeries registered library (defaults to program
library)
Configuration Settings
Naviline Server Name
Domain name
This is the domain name used to access the site
externally.
l.e., Fusion.myCity.gov

5|Page
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This section goes over prerequisites of other programs that must be installed before running
the Fusion installation. The installation will not be able to install without these already installed
on the server.

Prerequisites

Go through the following checklist before starting any installation. For instructions, press
CTRL+Click on the underlined portion of the text, and it will guide you to the section for that
requirement.

Pre-Start Checklist

Mtem|Check | Confirmation |

2 GHz processor [ 1Processor
6 GB RAM [ ]RAM
60 GB disk space [ ]1Disk Space

Windows Server and IS Manager
Windows 2019 Server with IIS 10 [ 1Windows 2019/ 1IS 10
Windows 2016 Server with IIS 10 [ 1Windows 2016 / 1IS 10
Web Platform Installer must be installed [ 1Web Platform Installer

Error! Reference source not found. must be installed [ 1Web Deploy

Symantec/DigiCert SSL certificate. [ 1SSL certificate
Extended Validation (EV) is not required.

The server must be externally accessible, unless being | [ ] DMZ or NAT
gueried by internal only resources.

See the Firewall Access section for a list of ports to [ ]iSeries Ports
open to/from iSeries
Open ports 443 to the Internet | [ ]Internet Ports

Error! Reference source not found. package must be ‘ [ 1 Web Enablement

installed on the IBM iSeries for payments

6|Page
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Cash Receipts batch must be configured to accept [ ]Cash Receipt Batch
payments from Fusion _
Agnostic Payment Listener must be installed on POS ‘ [ ]1Payment Listener ‘

machines accepting credit card payments

Completed? If all the above checks are completed, click here: /nstallation Options to continue
to the next steps.

Naviline Version

Fusion requires Naviline version 9.1.14.5 or higher. However, changes are only supported for
the prior two NaviLine versions. Support issues for older versions will be made on a ‘best effor’
basis.

Hardware Specifications

NOTE: Due to port conflicts with WebLogic, Fusion cannot be on the same server as C2G3.

Recommended hardware specifications:
e Windows 2016 or 2019, 64 bit
e 2 GHz processor (2 processors)
e 6 GBRAM
e 60 GB disk space

Windows Server and IIS Manager

IIS Manager must be installed on the Windows Server. The table below lists the supported
operating systems (OS) and IIS version required.

Windows Server 2019 11S 10
Windows Server 2016 11S 10

These instructions are for installing IIS 10 on Windows Server 2016. See Appendix 1: IS installation
for Windows 2012 for similar instructions and screen shots using Windows Serveer 2012

Use the Server Manager > Manage > Add Roles and Features to enable the IIS Manager roles
and features. If [IS was previously installed, some options may be already checked. Please step
through the roles and features to make sure all the items below are set.

7|Page
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Server Manager

Manage Tools View

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

@ Is 1

Server Manager Properties

Select the Web Server role.

e Roles: Web Server
[ Add Roles and Features Wizard — O >

DESTINATIOM SERVER

Se|eCt server r0|eS EGOA-FUSTEST.DEVOPS.LCL

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection i mem mmmmmg mmmemem oo

[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
Features [[] Device Health Attestation

[C] DHCP Server

[C] DNS Server

[ Fax Server

[m] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

[] Hyper-v

[ MultiPgint Services

[] Metwaork Controller

[] Network Policy and Access Services

[ Print and Document Services

] Remote Access

[[] Remote Desktop Services

[ Volume Activation Services

O

[] Windows Deployment Services

[] Windows Server Essentials Experience
[T Whindeuur Sanar |lndste Sanicas

Web Server (lIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

| < Previous. | | Next » Install Cancel

Checking the Web Server (lIS) prompts you with:
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[z, Add Roles and Features Wizard >

Add features that are required for Web Server (lIS)?

The fellowing tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (1I5)
4 Management Tools
[Tools] 15 Management Console

Include management tools (if applicable)

Add Features Cancel

1. Click Add Features
2. Click Next

This continues to Features.

Visit us at centralsquare.com 9|Page



Set the Features options under Web Server.

e Features: .NET Framework 4.6 Features > WCF Services > HTTP Activation

B Add Roles and Features Wizard — O x
DESTIMATION SERVER
Select features EGOA-FUSTEST.DEVOPS.LCL

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
server selection I [C] .NET Framework 3.5 Features - R cvahoneuppo process
Server Roles 4 [W] .NET Framewark 4.6 Features (2 of 7 installed) achaton s I nphcations
<] .NET Framework 4.6 (Installed) that use HTTP Activation can start
[] ASP.NET 4.6 and stop dynamically in response to
Web Server Role (IIS) 4 [W] WCF Services (1 of 5 installed) ok itemelihatianve gvegthe
[MBHTTP Activatio network via HTTP.
Role Services - " A
O Message Queuing (MSMQ) Activation
Confirmation [[] Named Pipe Activation

[] TCP Activation
+/| TCP Port Shaning (Installed)
[ Background Intelligent Transfer Service (BITS)
[1 BitLocker Drive Encryption
[ BitLocker Network Unlock
[ BranchCache
[] Client for NFS

[ Containers

[[] Data Center Bridging

[1 Direct Play

[71 Enhanced Storage v

{ >
< Previous | | Next > Install

It prompts with:
[z Add Roles and Features Wizard *

Add features that are required for HTTP Activation?

You cannot install HTTP Activation unless the following role services
or features are also installed.

4 NET Framework 4.6 Features
ASP.NET 4.6
4 Web Server (lIS)
4 Web Server
4 Application Development
ASP.NET 4.6
ISAPI Extensions
ISAPI Filters
NET Extensibility 4.6
4 Windows Process Activation Service
Configuration APls
Process Model

Include management tocls (if applicable)

Add Feau.lrsi Cancel

Click Add Features. Click Next.

10| Page
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After enabling the Web Server role and features, it continues with settings for Web Server Role
(11S) > Role Services

Set the Web Server Role options

[ Add Roles and Features Wizard — O >
DESTINATION SERVER
Web Server Role (l | Sjl EGQA-FUSTEST.DEVORSLCL
Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and
- extranets. The Web Server role includes Internet Information Services (I15) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates II5 10,0, ASP.NET, and Windows

Server Selection Communication Foundation.

Server Roles

Features

* The default installation for the Web Server (115) role includes the installation of role services that
Web Server Role (1IS) enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

Role Services

Confirmation

More information about Web Server 1IS

< Previous | | Next > Install Cancel
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e Roles: Web Server > Common HTTP Features
o Default Document
o Directory Browsing
o HTTP Errors
o Static Content
o HTTP Redirection

&= Add Reles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services

- d >

DESTINATION SERVER
EGOA-FUSTEST.DEVOPS.LCL

Description

Server selection . Web Server

Server Roles 4 Common HTTP Features
Default Document
Directory Browsing
Web Servar Role (IIS) HTTP Errars
e Static Content
Role Services

Confirmation ] WebDAV Publishing
4 Health and Diagnostics

HTTP Logging

] Custom Logging

] Logging Tools

[] ODEBC Logging

] Request Monitor

[] Tracing
4 Performance

Static Content Compression

1 Dynamic Content Compression
4[] Security

Featurss

A HTTP Redirection provides support
to redirect user requests to a specific
destination. Use HTTP redirection
whenever you want customers who
might use one URL to actually end
up at another URL. This is helpful in
many situations, from simply
renaming your Web site, to
overcoming a domain name that is
difficult to spell, or forcing clients to
use a secure channel.

< Previous | | MNext = Install

Visit us at centralsquare.com
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e Roles: Web Server > Health and Diagnostics
o HTTP Logging
o Logging Tools
o Request Monitor
o Tracing

-h Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services

— d et

DESTINATIOMN SERVER
EGOA-FUSTEST.DEVORSLCL

Description

Server selection P Web Server

Server Roles 4 Commen HTTP Features
Default Document
Directory Browsing
Web Server Role (IIs) HTTP Errors
Static Content
HTTP Redirection
Confirmation ] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
[] ODEBC Logging
Request Monitor
0
4 Performance
Static Content Compression
] Dynamic Content Compression
4 [V Security

Faaturss

Role Services

~ Tracing provides infrastructure to
diagnose and troubleshoot Web
applications. With failed request
tracing, you can troubleshoot
difficult to capture events like poor
performance, or authentication
related failures. This feature buffers
trace events for a request and only
flushes them to disk if the request
falls into a user-configured error
condition.

< Previous | | Next = Install
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e Roles: Web Server > Performance
o Static Content Compression
o Dynamic Content Compression

&= Add Reles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (IIS)

Installation Typs Role services

- O >

DESTINATION SERVER
EGOA-FUSTEST.DEVORS LCL

Description

Server Selection P Web Server

Server Roles 4 Commeon HTTP Features
_— Default Document
Festres Directory Browsing
Web Server Role (IIS) HTTP Errors
_ Static Content
i =4 bn_ Jr 5 - -
il A HTTP Redirection
Confirmation ] WebDAV Publishing

4 Health and Diagnostics
HTTP Logging
] Custom Logging
Logging Tools
[] ODBC Lagging
Request Monitor
Tracing
4 Performance
Static Content Compression
Dynamic Content Compressiol
4 [ Security

A Dynamic Content Compression
provides infrastructure to configure
HTTP compression of dynamic
content, Enabling dynamic
compression always gives you more
efficient utilization of bandwidth, but
if your server's processor utilization
is already very high, the CPU load
imposed by dynamic compression
might make your site perform more
slowly.

< Previous | | MNext = Install
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e Roles: Web Server > Security
o Request Filtering
o Basic Authentication
o Windows Authentication
[ Add Roles and Features Wizard — O >

DESTIMATION SERVER

S€|ect server I’OlE‘S EGQA-FUSTEST.DEVORS.LCL

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection || Volume Activation Services ~ Windows authentication is a low
Server Roles 4 [W] Web Server (1IS) (24 of 43 installed) cost authentication solution for
4 [W] Web Server (20 of 34 installed) internal Web sites. This
Featurss I [m] Commeon HTTP Features (5 of 6 installed) authentication scheme allows
Confirmation I [m] Health and Diagnostics (4 of 6 installed) administrators in a Windows domain
I [+| Performance (Installed) to take advantage of the domain
4 [W] Security (2 of 9 installed) infrastructure for authenticating
+f| Request Filtering (Installed) users. Do not use Windows
+/| Basic Authentication (Installed) authentication if users who must be
[] Centralized SSL Certificate Support authenticated access your Web site
[] Client Certificate Mapping Authenticatic from behind firewalls and proxy
[] Digest Authentication SEMVETS.

1 IS Client Certificate Mapping Authentic
[] IP and Domain Restrictions
[] URL Authorization
[ Windows Authentication
i [m] Application Development (7 of 11 installed]
¢ [m] FTP Server (1 of 2 installed)
[ [m] Management Tools (3 of 7 installed) o

< Previous | | Mext > Install
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e Roles: Web Server > Application Development
o .NET Extensibility 4.6
o ASP.NET 4.6
o Checking ASP.NET 4.6 will prompt to include the following pre-requisites

o Cal

O

.NET Extensibility 4.6
ISAPI Extenstions
ISAPI Filters

ISAPI Extensions

o ISAPI Filters

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Role Services

Confirmation

Web Sarver Role (

n

Fﬁ Add Roles and Features Wizard

Select role services

Select the role services to install for Web Server (lIS)

Role services

[] 1S Client Certificate Mapping Authenticatic .

] IP and Domain Restricticns
[] URL Autharization
] Windows Authentication
p
[ NET Extensibility 3.5
MET Extensibility 4.6
] Application Initialization
[] asp
[] ASP.NET 3.5
ASP.NET 4.6
O cal
ISAP| Extensions
ISAPI Filters
[] Server Side Includes
[] WebSocket Protocal
a [ FTP Server
[] FTP Service

[T ETD Evtancikilitu

DESTINATION SERVER
EGOA-FUSTEST.DEVOPS.LCL

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functionality of IIS. These
technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which IIS then sends to fulfill
client requests.

< Previous | | Next >

Install Cancel

.NET Extensibility 3.5 and ASP.NET 3.5 are not required.

Visit us at centralsquare.com
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e Roles: Web Server (lIS) > Management Tools
o IS Management Console
o IS Management Scripts and Tools

[IS 6 Management Compatibility is NOT requrired

|'-F_~. Add Roles and Features Wizard — o 3
+ . DESTINATION SERVER
Select role services EGOA-FUSTEST DEVORS.LOL

Before You Begin Select the role services to install for Web Server (II5)

Installation Type Role services Description
SLlrEn s 4 | Security “ | IS Mamagement Console provides
Server Roles [¥] Request Filtering infrastructure to manage IS & by

[+#] Basic Authentication . .
Features ] Centralized SSL Certificate Support using a user interface. You can use
Web Server Role (I15) [C] Client Certificate Mapping Authentication the lI5 management console to
| RoleServices | L] Digest Authentication | manage a local or remote Web

L] IS Client Certificate Mapping Authenticatic | oo rver that runs IIS 8. To manage
Confirmation [:I IP and Domain Restrictions .

[] URL Authorization SMTP, you must install and use the

] Windows Authentication 15 & Management Console.

I [f] Application Development
4 [ ] FTP Server
[] FTP Service

[C] FTP Extensibility
4[] Management Tools
[+ 115 Management Cansole
b [ 115 6 Management Compatibility
[+ 15 Manasermeant Seripts and Tools
[ Man agement Srvice N

I < Previous I | Mext > Install Cancel

Click Next to continue.
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On the Confirmation page, click Yes to restart the destination server automatically if required.

f& Add Roles and Features Wizard — O =
Confirm installation selections EGQA-FUSTEST DEVOPSLCL

Before You Begin To install the following roles, role services, or features on selected server, click Install.

nstallation Type estal e destination server automatically if require:
Installation Ty, [] Restart the destinat tomatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Add Roles and Features Wizard

Features
Web Server Role {IIS) NET Framework 4.6
Role Services ASP.NET 4.6 ¢ If arestartis required, this server restarts automatically, without
- = WCF Services LIA additienal notifications, De you want to allow automatic restarts?

HTTP Ac
Web Server (IIS) Yes | ’TI

Management T|

II5 Management Conscle
Management Service
II5 Management Scripts and Toals

Web Server

Export configuration settings
Specify an alternate source path

Mext > Install | | Cancel
Click Install.
= Add Roles and Features Wizard — O x
Installation progress sop ruSTEST DEVOPSLCL

View installation progress

o Feature installation

Installation succeeded on EGQA-FUSTEST.DEVOPS.LCL.

MET Framework 4.6 Features Gl
ASP.NET 4.6
WCF Services
HTTP Activation

Web Server (1IS)
Management Tools
115 Management Console

Management Service
115 Management Scripts and Tools
Web Server

Annlication Devels t -

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next =

When the installation finishes, click Close.
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Web Platform Installer

The Web Platform Installer is used to download additional IIS components.
1. Click to download the Web Platform Installer

© Web Plstform Installer 5.0

bl

Web Platform Installer 5.0

7 D X“

2. Web Platform Installer will open after installed.

© Web Platform Installer 5.0 - | it
Spotlight Products Applications [ | #
MName Released Install

w Microsoft Azure SDK for NET for Visual Studio 2017 - double click to learn more 51072017

N Microsoft Azure SDK for NET (VS 2013) - 3.0.1 5M10/2017

M Visual Studio Community 2013 with Microsoft Azure SDK - 3.0.1 510,217

= Microsoft Azure Cross-platform Command Line Tools 713207

0 [temsto be installed Opticns Install

3. Click in the search bar in the upper-right corner, enter “Recommended” in Search, and

press Enter.

Visit us at centralsquare.com
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https://www.microsoft.com/web/downloads/platform.aspx

@ Web Platform Installer 5.0

o Search results for Recommended

Name

S

115 Recommended Configuration

Released

11/9/2010

Install

I

PHP 7.0.21 (x36)

PHP 7.1.7 (x86) For 15 Express

PHP 5.3.28

PHP 5.6.31

PHP 5.4.45

SOL Server Express 2008 R2 Service Pack 2

PHP 7.0.21 (x86) For 115 Express

PHP 5.5.38

SOL Server 2008 Express with Advanced Services

@ 8 w8 8 &6 6

0 ltems to be installed

12/9/2015

1/17/2017

5/7/2012

8/7/2014

31972012

20472013

12/9/2015

4/9/2014

3/17/2009

Options Install

&
B2

4. Select Recommended Server Configuration for Web Hosting Providers and click Add

5. Click Install
6. On the Prerequisites page, click I accept.

Visit us at centralsquare.com
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Web Deploy (msdeploy.exe) is used to deploy web applications to IIS. It is an IIS extension that
is downloaded and installed separately. It should be located in one of the folders below if it is
installed on your machine.

C:\Program Files\IIS\Microsoft Web Deploy V3\msdeploy.exe

C:\Program Files (x86)\lIS\Microsoft Web Deploy V3\ msdeploy.exe

Web Deploy

Use this link to install Web Deploy
https://download.microsoft.com/download/0/1/D/01DC28EA-638C-4A22-A57B-
4CEF97755C6C/WebDeploy amd64 en-US.msi

For more information, go to
https://www.iis.net/downloads/microsoft/web-deploy

URL Rewrite

URL Rewrite is an IIS module used for redirecting http calls to https for OWASP security settings.
It needs to be downloaded and installed in 1IS through the Web Platform Installer.

Use this link to install URL Rewrite
https://www.iis.net/downloads/microsoft/url-rewrite.

Configure IIS with SSL

To use SSL security, you will need to configure certificates in IIS. The sections below allow you
to create a temp certificate to initially set up SSL and test that you can browse to the site using
the https protocol. Once you obtain a valid certificate from a CA, you can install the certificate
on your IS server and set it to use SSL only.

CentralSquare supports Symantec/DigiCert certificates. Extended Validation (EV) certificates
are not required. Pricing can be found here:
https://www.digicert.com/compare-and-buy-ssl-certificates/

The Fusion installer will create the FusionServices under the Default Web Site. It will use the
http / https settings from the Default Web Site. You can configure the SSL settings before or
after installing Fusion.

Click the link below for the latest instructions on how to create a SSL Certificate for IIS.
http://www.iis.net/learn/manage/configuring-security/how-to-set-up-ssl-on-iis

22 |Page
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https://download.microsoft.com/download/0/1/D/01DC28EA-638C-4A22-A57B-4CEF97755C6C/WebDeploy_amd64_en-US.msi
https://download.microsoft.com/download/0/1/D/01DC28EA-638C-4A22-A57B-4CEF97755C6C/WebDeploy_amd64_en-US.msi
https://www.iis.net/downloads/microsoft/web-deploy
https://www.iis.net/downloads/microsoft/url-rewrite
https://www.digicert.com/compare-and-buy-ssl-certificates/
http://www.iis.net/learn/manage/configuring-security/how-to-set-up-ssl-on-iis

Create a temp certificate

These steps create a temporary SSL certificate so you can set up SSL and test it locally.

1) Open IIS Manager
a) Start > Control Panel > System Security > Administrative Tools > Internet Information
Services (IIS) Manager

Ll . ' = | Shortcut Tools | Application Tools
Home Share View Manage Manage
* cut u 1 [ x ﬁ' [ New item ®open ~  [BH select all
[i] Copy path b b 5 ‘L-’ —;::]Easy access v EEdit 55 Select none
Copy Paste _ Move Copy Delete Rename Mew Properties &
Paste shortcut taw tow - folder - I:E Invert selection
Clipboard Organize Mew Open Select
T |3 v Control Panel » System and Security » Administrative Tools » v & | | Search Administrative Tools o
Y-\" Favorites Mame Date modified Type Size -
. Installs - Shortcut . Terminal Services 8/22/201311:39 AM  File folder
1. FusienServices - She @- Coemponent Services 8/22/2013 2:57 AM Shertcut 2KB
B Desktop @ Computer Management 8/22/2013 2:34 AM Shortcut 2 KB
|8 Downloads [#l Defragment and Optimize Drives 8/22/2013 247 AM  Shortcut 2KB
(E-Tl; Recent places @ Event Viewer 8/22/2013 2:55 AM Shortcut 2KB =
| Internet Information Services (IIS) Manager  £/22/2013 250 AM Shorteut 2KB
18 This PC @ iSCS! Initiator 8/22/2013 2:57 AM Shortcut 2 KB
|§‘ Local Security Policy 8/22/2013 2:54 AM Shertcut 2KB
G“- Metwork [P Microsoft Azure Services 72472014 12:02 AM Shortcut 2KB
2) Select the server from the tree on the left
€5 » GN-FUS-QATEST »
View  Help
% GN-FUS-QATEST Home
;- G Start Page Filter: - W Go - ik Show All |G
I {ﬁ GN-FUS-QATEST (LI -
ASP.NET
= & e .
2 S °
MET MNET .MET Error MET
Authorizat... Compilation Pages Globalization
T a— [ |
23| Page
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3) On the Features View tab, select Server Certificates

E

€ b GN-FUS-QATEST »

File View Help

% GN-FUS-QATEST Home
Manage Server

-
. B = Restart
i Filter: v W Go - \z7Show All | Group by: A ~ [28~ bl
GN-FUS- QATEST (L ' & | Group by: Ares E L o
ASP.NET
B Stop

szs @ ’? ré / L},‘q ﬁ View Application Pools
NET

MNET MNET Error NET NET Trust  Application  Connection Machine Key  Pages and View Sites

Authorizat.. Compilation Pages  Globalization  Levels Settings Strings Controls
Deploy ®

[& l g *@ Export Server Package...

Providers  Session State SMTP E-mail & Import Server or Site Package...

Change .NET Framework
Version

15 Get New Web Platform

R 9 o B & & 6§

Hel
Authentic.. Compression  Default Directory  Error Pages  Handler HTTP ISAPland  ISAPI Filters 9 2K
Document  Browsing Mappings  Respon..  CGlRestri..,

W i

@ = 4 » &|J|= )
Logging  MIME Types  Medules Request Server URL Rewrite  Worker
Filtering § Certificates Processes

Management

B & & 0

Configurat..  Feature Shared Web
Editor Delegation Configurat..  Platfor..

[ Content View

4) Under Actions on the right, click on Create Self-Signed Certificate

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

9 Help

24| Page
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5) Give the certificate a name, such as Temp Certificate.
6) Click OK.

Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

Select a certificate store for the new certificate:

‘ Perzonal
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Add Https Binding
These steps tell the 1IS Manager to accept URLs using the https protocol.

1) Select the Default Web Site

Internet Inf

b

@ b GM-FUS-CATEST » Sites » Default Web Site  »

File VWiew Help

Default Web Site Home
@ id|2 18 b
N Start Page . Filter - ¥ Go - G Show A
93 GN-FUS-QATEST (LKM\craig.w
Jgj Application Pools ASP.NET
4.[8] Sites ;5@ @ ()
b 4% Default Web Site : = =4 =
MET MET MET Error MET
Authorizat... Compilation Pages Globalizat

2) Right click and select Edit Bindings...

Q- Hiz |8 0 Default Web Site Home

G Start Page _ Filter: ~ ¥ Go ~ g She
83 GN-FUS-QATEST (LKM\craig.w
E Q Application Pools ASP.NET

A--,E Sites R Eﬁ} @ f

[+ Defay .
4 Explore [ .NET Error A
Edit Permissions... tion Pages Globi
;}* Add Application... ] i& E
#  AddVirtual Directory... tion Machine Key Pag
| Edit Bindings.. S Co
Manage Website 3
i3 Refresh (/] E
XK Remove csion Default Dir
- Document  Bro
5" Install Application From Gallery
] [ E
Deploy o 'Fﬂ i
ypes Modules h
Renarne Ca
{02 Switch to Content View

3) On the Site Bindings dialog, click Add.
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Type Host Mame Port IP Address Binding Informa...
http a0 *

net.tcp a0g*

net.m... localhost

Edit...

Remove

Msm... localhost

M o
net.pi... Browse

4) In the Add Site Binding dialog
a) Set the Type to https
b) You can leave the Port number as the default of 443 or change it to a different
port number
c) Select the temp certificate you added in the steps above.
d) Click OK

|P address:

|ﬁ|.|| Unassigned W |

Host name:

[ ] Require Server Name Indication

550 certificate;

Ternp Certificate W

27 | Page
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Test the https://localhost URL

You can now test the localhost URL using https to validate the SSL connection.

1) InInternet Explorer or other web browser, enter https://localhost into the address
bar.

@F @ 2 https://localhost

& New tab ®

2) It will come up with a page showing a certificate error. This is because it is using a
temporary certificate and not one from an authorized certificate authority (CA).
a) Click Continue to this website (not recommended)

w4 [ﬁ Certificate Error: Navigation Blocked [ l @ -

o
|@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
& Click here to dlose this webpage.

@' Continue to this website (not recommended).

& More information

L

3) The IIS Welcome page should appear

8 Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa
&>z Benvenuto &0
€ s Y sienvenido  Hos geldiniz | oan o

Bem-vindo |

1
KoAwg
Vitejte  OpioQaTE komme v Udvozoljik

-
Microsoft men [Velkommen
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https://localhost/
https://localhost/

Domain name

This is your domain name as it will appear in the URL to your site, and used in your SSL
Certificate. Do not include https or www. Example: Fusion.myCity.gov.

Request an Internet Server Certificate

These are the steps to request a certificate from a CA vendor.
The latest steps for this process can be found online at:
https://technet.microsoft.com/en-us/library/cc732906(v=ws.10).aspx

1) Open IIS Manager
a) Start > Control Panel > System Security > Administrative Tools > Internet
Information Services (1IS) Manager

Shortcut Toals

wlWEF

Home
= rX(Iut [\“ l x @ L ENewitem gs;:n' ESeIectalI

Application Tools

Wiew

Share Manage Manage

[ Copy path - —‘aEasy access oo Select none
copy Feste Paste shortcut I\::\r'e i?,p? DEI.Ete Rename fEfd‘:r Propfrties E'Elnvert selection
Clipboard Organize Mew Open Select
b o |3 » Control Panel » System and Security » Administrative Tools » v & | | Search Administrative Tools »r
ﬁ Favorites Mame - Date modified Type Size ~
. Installs - Shortcut | Terminal Services 8/22/2013 11:39 AM  File folder
| FusionServices - She  [3@): Compenent Services 8/22/2013 25T AM  Shortcut 2KB
B Desktop #% Computer Management 8/22/2013 2234 AM  Shortcut 2KB
|18 Downloads [#h Defragrment and Optimize Drives 8/22/2013 247 AM  Shertcut 2KB
“Zl Recent places (@] Event Viewer 8/22/2013 22535 AM  Shortcut 2KB -
| 25 Intemet Information Services (IS) Manager  £/22/2012 250 AM Shorteut 2k -
1M This PC fak, iSCS! Initiator 8/22/2013 25T AM  Shortcut 2KB
|fl Local Security Policy 8/22/2013 234 AM  Shortcut 2 KB
G“! Metwork [#F Microsoft Azure Services 2420141202 AM - Shortcut 2KE

2) Select the server from the tree on the left

€3 » GN-FUS-QATEST »

File  View Help

Q- ils 8 % GN-FUS-QATEST Home
5 Start Page Filter: - W Go - ggShowAll |G
b 165 GN-FUS-QATEST (L :

ASP.NET
::L “ — n
3 S s
MET MET MET Error MET

Authorizat.. Compilation Pages Globalization
[ P — [ |
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On the Features View tab, select Server Certificates

E

File

€ b GN-FUS-QATEST »

View Help

GN-FUS-QATEST (LI

% GN-FUS-QATEST Home

Filter: - ¥ Go - (5 Show All | Group by: Area

ASP.MET

SE& @

MNET MNET Error
Authorizat... Pages

B

Providers

Compilaticn

&L &

Session State SMTP E-mail

4 e

Compression  Default
Document

115

P

Authentic...
= "
E g

Logging  MIME Types  Medules

Management

Configurat...
Editor

Feature Shared
Delegation  Configurat...

- —
=
¢ 9
NET NET Trust  Application
Globalization  Levels Settings

2

Directory
Browsing

— i
Handler
Mappings

Error Pages

- o =
Request
Filtering

Server
Certificates

0

Web
Platfor...

Connection Machine Key Pages and
Strings Controls

£ G

ISAPIand  ISAPI Filters
CGl Restri...

&

Worker
Processes

HTTP
Respon...

URL Rewrite

[ Content View

Manage Server
z Restart
P Start
B Stop

View Application Pools
View Sites

Deploy ®
*@ Export Server Package...
a Import Server or Site Package...

Change .NET Framework
Version

Get New Web Platform
Compenents

9 Help

3) Under Actions on the right, click on Create Certificate Request

Create Certificate Request...

Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of

Renewed Certificate

e Help

Visit us at centralsquare.com
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4) On the Distinguished Name Properties page of the Request Certificate wizard, type
the following information, and then click Next.

Al

Specify the required information for the certificate. State/province and City/locality must be specified as
official nares and they cannot contain abbreviations,

Common name: ‘SunGardCit}r.gw |
Organization: ‘Cit}r of SunGard |
Organizational unit: ‘Fusiljn |

City/locality [SunGardCity |

State/province: ‘ FL ‘

Country/region: ‘US v

a)
b)
c)
d)
e)
f)

g)

Distinguished Name Properties

In the Common name text box, type in your domain name as it will appear in the
URL to your site. Do not include https or www.

In the Organization text box, type the name of the organization in which the
certificate will be used.

In the Organizational unit text box, type the name of the organizational unit in
the organization in which the certificate will be used.

In the City/locality text box, type the unabbreviated name of the city or locality
where your organization or organizational unit is located.

In the State/province text box, type the name of the state or province where
your organization or organizational unit is located.

In the Country/region text box, type the name of the country or region where
your organization or organizational unit is located.

Click Next
Reguest Certificate |L-

Cancel
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5) On the Cryptographic Service Provider Properties page

a) select either Microsoft RSA SChannel Cryptographic Provider or Microsoft DH
SChannel Cryptographic Proveder from the Cryptographic service provider
drop-down list. By default, 1IS 7 uses the Microsoft RSA SChannel Cryptographic
Provider.

b) In the Bit length drop-down list, select a bit length that can be used by the
provider. By default, the RSA SChannel provider uses a bit length of 1024. The
DH SChannel provider uses a bit length of 512. A longer bit length is more
secure, but it can affect performance.

c) Click Next
Reguest Certificate _

| i Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

| Microsoft RSA SChannel Cryptographic Provider v
Bit length:
| 1024 v

Previous || Mext
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6) On the File Name page, type in a file name or click the browse button (...) to locate a
file.
a) Selecting your Documents folder to save it to will ensure you have permission to
write the file to the folder.
b) Use the .txt extension to save it as a plain text file. The information will be
encrypted within the text file, but will allow you to copy and paste the
information when sending it to the certificate authority (CA).

c) Click Finish
Reguest Certificate _

[ File Name

g

Specify the file name for the certificate request. This information can be sent to a certification autherity for
signing.

Specify a file name for the certificate request:

| ChU sersiuser.name\DDcuments‘aSunGardCit}rCertificateRequest.bcti ‘

7) Send the certificate request to a public CA
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When you receive a response from a public certification authority (CA) to whom you sent a
certificate request, you must complete the process by installing the server certificate on your
web server. You can install the server certificate only on the computer from which you sent the
certificate request.

Install an Internet Server Certificate

The latest steps for this process can be found online at:
https://technet.microsoft.com/en-us/library/cc771816(v=ws.10).aspx

1) Open IIS Manager
a) Start > Control Panel > System Security > Administrative Tools > Internet

Information Services (1IS) Manager

2) Select the server from the tree on the left

‘e Internet Ii
© O 95 b GN-FUS-QATEST »
File View Help
Connections -
e idl” |8 @) GN-FUS-QATEST Home
;S Start Page Filter: - W Go - Gy ShowAll |G
b 185 GN-FUS-QATEST (L
ASP.MET
L @ —
R & ¢
MET MET MET Error MET
Authorizat.. Compilation Pages Globalization

= [ |
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3) On the Features View tab, select Server Certificates

€ b GN-FUS-QATEST »

File View Help

?ﬂ Start Page

b 13 GN-FUS-QATEST (L

ﬁ GN-FUS-QATEST Home

Filter: - ¥ Go - (5 Show All | Group by: Area

ASP.MET

3 & ¢ 9
NET

MNET MNET Error NET NET Trust
Authorizat... Globalization Levels

R & &

Providers  Session State SMTP E-mail

Compilaticn Pages

115

® 94 o B &

Authentic.. Compression  Default Directory  Error Pages
Document  Browsing

2 L & 5

Application Connection Machine Key Pages and

Settings Strings Controls

P 5 % a

Handler HTTP ISAPland  ISAPI Filters
Mappings  Respon..  CGlRestri..,

B = 4 & &

Logging  MIME Types  Medules Request
Filtering

& @

Server URL Rewrite  Worker
Certificates Processes

Management

5 & = 0

Shared Web
Platfor...

Configurat..  Feature
Editor Delegation  Configurat...

=11 Features View ||}, Content View

Manage Server
z Restart
P Start
B Stop

View Application Poels

View Sites
Deploy ®
*@ Export Server Package...
a Import Server or Site Package...

Change .NET Framework
Version

Get New Web Platform
Compenents

9 Help

4) Under Actions on the right, click on Create Certificate Request

Import...

Create Certificate Request...

Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

0 Help

Visit us at centralsquare.com
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5) On the Complete Certificate Request page,
a) In the File name containing the certification authority’s response text box, click
the browse button (...) to select the response file from the CA.
b) Type a friendly name for the certificate in the Friendly name text box
c) Click OK.

Complete Certificate Reguest _

i. i—' Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response,

File name containing the certification authority's response:

|C:\Users’\user.name'\DDcuments\SunGardCit}r.cer | | |

Friendly name:

|SunGardCertl |

Select a certificate store for the new certificate:

|WE|:J Hosting v|

0K ‘ | Cancel
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6) Select the Default Web Site

Internet Inf

% _ —
®0

@ b GM-FUS-CQATEST » Sites » Default Web Site  »

File VWiew Help

Default Web Site Home
@ |2 I8 b
N Start Page _ Filter - ¥ Go - G Show A
€3 GN-FUS-QATEST (LKM\craig.w
[} Application Paols ASP.NET _ .
4-[&] Sites 55} @ fr_e
b & Default Web Site == Ao >
MET MET MET Error MET
Authorizat... Compilation Pages Globalizat

7) Right click and select Edit Bindings...

Q-H|= & 0 Default Web Site Home

G Start Page _ Filter: ~ ¥ Go ~ g She
83 GN-FUS-QATEST (LKM\craig.w
Q Application Pools ASP.NET

A,_El Sites EEL @ = i
@ b 3 |

B -

4 Explore I MET Error A
Edit Permissions... tion Pages Glaobi
&' Add Application... ] i& E
#  AddVirtual Directory... tion MachineKey Pag
| EditBindings... e Co

Manage Website 3
i3 Refresh V] E
XK Remove csion Default Dir
Document  Bro

S” Install Application From Gallery

L L] E
Deploy rol \ i i
ypes Modules h
Renarne Ca

= Switch to Content View

B!
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8) On the Site Bindings dialog, select the https type and click Edit.

Type Host Mame Port
http a0
nettcp

net.m...

ST

IP &ddress

*

Binding Informa...

ang~
localhost
localhost

net.pi.. *
https

9) In the Edit Site Binding dialog
a) Select the certificate you added in the steps above.
b) Click OK

Type: IP address:

|http5 v| |AII Unassigned

Host name:

[ ] Require Server Mame Indication

S5L certificate:

SunGardCert W
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10) In Internet Explorer or other web browser, enter https:// followed by your domain

name into the address bar. Ex. https://fusion.myCity.com

- & https://fusion.sungardps.com/

5 Google

o] et I N Y = R e 1 .

11) The IS Welcome page should appear without a waning about the website’s security
certificate.

(& s |

‘ Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa

£5z% Benvenuto #i2

£ s Wl Bienvenido rios geldiniz | o oo

Bem-vindo m
KoAGG
Vitejte  OpioaTe Valkommen |SHESIEIEE

Microsoft nen Velkommen

Add URL Rewrite to IIS

URL Rewrite allows the Fusion service to force a redirect from http to https. This is required for
OWASP security compliance. If this is not installed, Fusion functionality will not be affected,
but the Fusion diagnostics page will show a warning under HTTPS Security.

! IIS URL Rewrite
URL Rewrite module not available in IS, See install guide section: "Add URL Rewrite to IIS'

1IS Rewrite rules to automatically redirect http calls to https will not be available. This will not affect Fusion functionality, but is recommended by OWASP
security gudits.

! Http -> Https Redirect
Http -> Https redirect rule is not set. After the URL Rewrite module is added to IIS. rerun the Fusion install to enable.

This will not affect Fusion functionality, but is recommended by OWASP security audits.

URL Rewrite is an IIS module that needs to be downloaded and installed through the 1IS Web
Platform installer. See the sections Use Web Platform Installer to install Web Deploy for
adding URL Rewrite into IS
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O
\"4
Set IIS to use SSL only

Once you are done testing your site and have a valid CA certificate, you can set IIS to only use
the https protocol, and disable the http protocol.

1) Select the Default Web Site

9

Internet Inf
@ &) » GN-FUS-QATEST » Sites » Default Web Site »

File VWiew Help

Default Web Site Home
Q|28 o
N Start Page . Filter - ¥ Go - G Show A
45 GN-FUS-QATEST (LKM\craig.w
Jgj Application Pools ASP.NET “
4-[@| Sites = W '0
: L= W
b &0 Default Web Site ) = 4
MET MET MET Error MET
Authorizat... Compilation Pages Globalizat
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2) On the Features View tab, select SSL Settings

& » GMN-FUS-QATEST » Sites » Default Web Site »

File WView Help

@-id|> |8 e Default Web Site Home

o % Start Page

Filter: - ¥ Go - g Show All | Group by: Area - -
ASP.MET

2 &€ @ e EF B @ R
MET MET

MET .MET Error .MET Profile  .MET Roles MET Trust MET Users
Authorizat... Compilation Pages Globalization Levels

= W @R & &

Applicaticn  Connection Machine Key Pages and Providers  Session State SMTP E-mail

n Default Web Site
Dij Fusionlnstall
[ @ FusionServices

Settings Strings Controls
ns
b d e = o
Compression Default Directony Error Pages Handler ISAPI| Filters
Document Browsing Mappi

= o=
= ol o =
MIME Types Modules Cutput Request S5L Settings JURL Rewrite
Caching Filtering
Management
o
Cenfigurat... Web
Editor Platfor...
< m [> IE Features Wiew E Content View

3) On the SSL Settings page,
a) check the Require SSL checkbox
b) Click Apply

File  View Help

0 SSL Settings

#ﬂ Start Page

This page lets you modify the 551 settings for the content of a website or application.
93 GN-FUS-QATEST (LKM\cra _
----- ,@ Application Pools [v/] Require SSL

(@] Sites
4 0y Default Web Site
p-[] aspnet_client ® Ignore
p -] Fusionlnstall O Accept

Client certificates:

D"@ FusionServices ) Require

4) In Internet Explorer or other web browser, enter http://localhost into the address
bar.
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http://localhost/

& http://localhost/

S T

5) It will come up with a page showing a HTTP 403 — forbidden error. This is because it
now requires the https protocol to be used.

« o T B2 5

(2 115 8.5 Detailed Error - 403.4 ... %

HTTP Error 403.4 - Forbidden

The page you are trying to access is secured with Secure Sockets Layer (SSL).

Most likely causes:

* Secure Sockets Layer (S5L) is enabled for the URL requested.
* The page request was made over HTTF, but the server requires the request from a secure channel that uses HTTPS.

Things you can try:

Browse to the URL over a secure channel by using the "https:" prefix instead of "http:".
If the Web site does not have an S5L certificate or should not require HTTPS, disable the setting.
Verify the S5L Settings in IIS Manager by connecting to the server, site, application or page and opening the 55L Settings feature.

.
.
.
» Verify the configuration/system.webserver/security/access@sslFlags attribute at the server, site, application, or page level.

Detailed Error Information:

Module IS Web Core Requested URL http://localhost: 80/
Motification BeginRequest Physical Path C:hinetpub\wwwroot
Handler ExtensionlessUrlHandler-Integrated Logon Method Mot yet determined

Logon User Mot yet determined
Error Code 0x80070005

More Information:

This error means that the requested Web page requires S5L. Try to browse to the same URL, but use "https:" instead of "http:".
View more information »

All applications accessing your site will now need to use https instead of http in the url to access
your Fusion services. l.e. it would now use: https://yourcity.gov/FusionServices

You may need to contact CentralSquare support to change the url for your Converge
applications
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PCl compliance

For IIS to meet PCl compliance you will need to take the following steps.

Run IIS Crypto

The latest PCl security standards requires SSL v3 and TLS 1.0 protocols to not be used. IIS
should be using TLS 1.2.
Download 1IS Crypto from NarTac. It’s a free download, (but we cannot endorse or support it).

1. Select Best Practices
2. Disable DH
3. Disable all but TLS 1.2

Protocals Enabled Ciphers Enabled Hashes Enabled ey Exchanges Enabled
[ ] Muki-Protocol Unified Hello [ NULL [#] MD5 [#] Diffie-Hieliman

[ ] DES 56/56 [v] SHA s

[] RC2 40/128 [v/] SHA 256 [v| ECDH

[] RC2 56/128 [¥] SHA 384
[] RC2 1287128 [ SHA512
[] RC4 40/128

[] RC4 56/128

] RC4 64/128

[] RC4 128128

[w] Triple DES 168/168
[w] AES 128128

[¥] AES 256/256

] ssL30
[w] TLS1.0

551 Cipher Sufe Order Templates
[¥] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P521 ~

[w] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P384

[] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256

[+f] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P521 E
[¥) TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384 . [ BestPracices || PO | | EPS1402 | | Defauts |
(] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256
[+] TLS_ECDHE_RSA_WITH_AES_128 CBC_SHAZ56_P521
[] TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384

Click one of the buttons below to use a preset template. Click the Apply button
to save your changes.

€] [

=S

[w] TLS_ECDHE_F{SA_WITH_P\ES_‘IH_CBC-SHAHE_F'ZEG

[w] TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P521

[w] TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384

[w] TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256

[w] TLS_RSA_WITH_AES_256_GCM_SHA3B4

[w] TLS_RSA_WITH_AES_128_GCM_SHA256 he

@oums- S5L LABS
ut: | || Sean |

NARTAC
SOFTWARE Copyright ®2011-2014 Natac Software Inc.

Add X-Frame-Options

The X-Frame-Options header can be used to prevent framesniffing techniques. See
https://support.microsoft.com/en-us/kb/2694329 for more information.
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1. Open Internet Information Services (IIS) Manager.
2. Inthe Connections pane on the left side, expand the Sites folder and select

FusionServices

AW

Double-Click the HTTP Response Headers icon in the feature list in the middle.
In the Actions pane on the right side, click Add.

5. In the dialog box that appears, type X-Frame-Options in the Name field, and type
SAMEORIGIN in the Value field.
6. Click OK to save your changes.

'!E Internet Information Services {I1%) Manager

@&4 [3 b SPSLKMFUSION » Sites » DefaultWweb Site » FusionServices »

File

e- e
o H:—-J Start Page
=85 SPSLKMFUSION (SPSLKMFUSION|SunGar dinst
-2} Application Pools
El-al Sites
=) DeFault web Site

|| aspret_client

View  Help

| FusionInstall
P FusionServices
07 FidinnSepvices RACKL D S-10-701

Q HTTP Response Headers

=l
Use this feature to configure HTTP headers that are added to responses from the Web server,

Group by! Mo Grouping <

Inherited

¥-Powered-By ASP.MET
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[0 x]
&« M@ -
add...
Set Common Headers. ..
Edit...
X Remove
'@' Help
Cnline Help
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Firewall access

Clients will need to open the identified ports on their server. This is used by the applications to
talk to the iSeries and to access the services over the internet.

(o]

MawviLine

Network Topology (Organized by Product Type or Category)

Please confirm the below ports will be opened for bi-directional TCP communication between the

devices specified.

Description Port(s) From To Confirm?

General:

http/https Internet 80 and 443 Outside Internet Fusion Web Server Yes

Communication

Note: You can disable http after

installing certificates for SSL.

Payment-related functions:

Payment Communication 81 Fusion Web Server iSeries (AS/400)

iSeries Data Communication (Naviline / Select):

IBM Client Access 8470 - 8476, Fusion Web Server iSeries (AS/400) Yes
9471

Distributed Relational Data 446-449 Fusion Web Server iSeries (AS/400) Yes

Manager / Distributed Data

Management (DRDM / DDM)

Communication

SSL Communication with iSeries 443 Fusion Web Server iSeries (AS / 400) Yes

File upload / download:

NavilLine Server communication 80 and 443 Fusion Web Server NaviLine Server Yes

Please perform a standard network communication test (PING, TRACERT, TELNET, etc., to confirm the
following devices can communicate with each other successfully:

FROM TO SUCCESS?
iSeries Server(s) Fusion Web Server Yes
Fusion Web Server iSeries Server(s) Yes
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Fusion Web Server Naviline Server | Yes

Microsoft.NET Framework 4.5

Microsoft .NET Framework 4.5 or higher is required. This is installed through Server Manager >
Add Roles and Features. The instructions are included as part of the
instructions for adding the roles and features for IIS.

Alternatively, you can also download Microsoft .NET Framework 4.5.1 from the Microsoft
Download Center: Microsoft .NET 4.5.1 Download

You can verify what .NET version you have installed by checking the registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\net Framework Setup\NDP\v4\Full\Version

Any 4.5 version or higher should be sufficient.

g Registry Editor
File Edit View Favorites Help
-l MET Framework Setup |~ || Mame Type Data
-} NDP ab] (Default) REG_S7 fvalue not set)
b, CDF 74 CBS REG_DWORD 0x00D0000T (1)
bl w2.0.50727 18] Install REG_DWORD 00000001 (1)
bl v3.0 ab| |nstallPath REG_5Z Ch\Windows\Microsoft. MET\Frameworkedwd.0.30...
bl v3.5 7| Release REG_DWORD 0x0005c733 (378675)
a4 %] Servicing REG_DWORD 0x00DD00D (0)
: Z EL'IT’“ ab|TargetVersion  REG_SZ 400
W 1033 1] Version | REG_SZ 4551641
bl wd0
----- , 05 Integration

IBM | Access Client Solutions

The IBM | Access Client Solutions — Windows Application Package is required for access to
Naviline.

This software should come with your iSeries setup and installation package. See the IBM
iAccess site or call the IBM Support Line at 1-800-IBM-SERV (1-800-426-7378) for more
assistance.

http://www-03.ibm.com/systems/power/software/i/access/solutions.html

The Windows Application Package is an add-on package to the IBM | Access Client Solutions
that includes the IBM.Data.DB2.iSeries.dll .NET Data Provider needed for .NET applications to
connect to the iSeries.

The install order for the required IBM components is:

1. Download and install latest Java Runtime from: https://www.java.com/en/
2. Install IBM i Access Client Solutions
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All versions of the IBM i Access Client Solutions are supported, as they should be installing
version 7 of the .NET Data Provider. IBM Client Access V7R1, the predecessor to IBM i Access
Client Solutions, will work but is no longer being supported by IBM. See

3. Install the Windows Application Package
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Appendix 2: IBMi Client Access if you are using the IBM Client Access version.
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iSeries Server Settings

You will need information about the iSeries server in order for Fusion to connect to it. You can
retrieve this information from the System | Navigator.

iSeries user / password

This is an iSeries account that the Fusion service will use to connect to iSeries. No special
permissions are needed. It will use the same permissions as any Naviline or Select user.

To create a profile from scratch for Fusion, use the following command and parameters:

CRTUSRPRF USRPRF(FUSION) PASSWORD() INLMNU(*SIGNOFF) LMTCPB(*YES) TEXT('Fusion
Service Profile') SPCAUT(*NONE) PWDEXPITV(*NOMAX)

Explanation:
1. For the usrprf parameter, the user name is: FUSION

2. INLMNU is the Initial Menu: We use *SIGNOFF to prevent someone from successfully
logging into the IBMi profile interactively.

3. LMTCPB stands for Limited Capabilities: This reduces the capabilities of the profile
which is very important to also use SPCAUT (Special Authority of *NONE).

4. PWDEXPITV stands for Password Expiration Interval: Always use *NOMAX.

If this is an existing Click2Gov3 customer, you can copy the profile using the “WRKUSRPRF” IBMi
command as illustrated below and change the appropriate parameters:

Hit enter

Use option 3 to Copy the existing profile, then change the parameters as indicated above,
making sure you use PgDn for more parameters and change the Password Expiration Interval.
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Work with User Profiles

Type options, press Enter.

1=Create 2=Change 3=Copy 4=Delete

12=Work with objects by owner

User

Opt Profile Text

SPSEGOV

User Profile

5=Display

Click2Gov3 Default Profile xxDO NOT DELETExx

The Fusion user profile must have QPGMR specified in the Group profile (GRPPRF) or

Supplemental groups (SUPGRPPRF) parameter:

Change User Profile (CHGUSRERF)

Type cholices, press Enter.

Group profile . . . . . . . . . GRPPRF
Cwner e = = = = = o= = = s . = - CWHER
Group autheority . . . . . . . . GREBRUT
Group authority type . « . . . . GREAUTTYE
Supplemental groups . . . . . « SUPGRFEPRF
+ for more wvalues
Lccounting code . . . LCGCDE
Document password . . .« DOCEWD
Meszage dquesus . - - . M3SGOQ
Library . . . . -
Delivery . . « « = . . - . DLVEY
Severity code filter . . . SEV
Erint device . . . - . PRTDEV
Cutput gqueue . . . . . OUTO

Library . . .

_or_

Visit us at centralsquare.com

QPGME
“USRPRFE
*NONE
“DRIVATE
“HCHE

“BLANE

wSLME

FISICH
COSRESYS

*NOTIFY

0

*WRESTH

*WERESTH
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Type choices,

Group
Cwner
Group
Group

profile . . .
authority . .
authority type

Supplemental groups

Locounting code . .
Document password .
Message queus . . .

Library . . . .« .
DeElivery « « « « «
Severity code filter

Frint

device . . . .

Cutput gqueue . . . .
Library . . . . .

iSeries server

Change

press Enter.

User FProfile

. GEFFPEF

. CWHER

. GRELUT

. GREPLUTTYE
- SUPGRFFEF

+ for more wvaluess

. LCGCDE
. DOCEWD
. MSGO

. DLVEY
. SEWV

. PRTDEWV
. OUOTS

(CHGUSRERF)

GEREALL
“USREPRF
“ATT
“PRIVATE
GEFMCD
QPGME
'"GRECZG"
“SLME
FOSICH
QUSRESYS
“ERELE
0
*WRESTH
QERINT
QGPL

This is the fully qualified domain name or the IP address of your iSeries server.
This is the name of the server as it appears in IBM | Access Client Solutions under System
Configurations.

'ﬁ IEM i Access Client Solutions

IBM i Access Client Solutions

File

'ﬁ Systern Cenfigurations

P
System Mame

IP Address
10.255.59.11

iSeries database

Service Host Mame

Description

=

This is the name of the database as it appears in IBM | Access Client Solutions under Navigator
for | > Database > Databases

Visit us at centralsquare.com
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'& IBM i Access Client Solutions — O >

IBM i Access Client Solutions

File Edit Actions Tocols Help

Welcame Mavigator for ilaunches the default web browser to display
the Mavigator for i sign-on page for the selected system,
Navigator for iis a full-featured system management

System: |htedev3 - console that is integrated into the IBM i operating system.
Mavigator for iis a web-based graphical interface for
=l General accessing and managing resources and jobs using a web
Data Transfer broweser,
5250 Emulator
Integrated File System The system management tasks in Navigator for iindude
System Tasks, Basic Operations, Work Management,

Configuration and Service, Metwork, Integrated Server
Administration, Security, Users and Groups, Databases,
Journal Management, Performance, File Systems, Internet

Printer Qutput

S Configurations, and maore,
Schemas
Run SOL Scripts

This task requires a system configuration. To add or change a
S0L Performance Center system configuration, select System Configurations from
the Management tasks,

|IEM® Ha\rigatur fori Welcome ¢
Welcome Welcome X | Hiedewd X
Dashboard
Search Task o Databases - Htedev3
B IBM | Management | Fres
: ¢ 28 =@

Target Systems and Groups

Favorites Mo filter applied

System Hame
Monitors El Schemas
Basic Operations @-‘ Database Maintenance

Worl: Management

) : ﬁ SQL Performance Momitors
Configuration and Service

Metwork Eﬂ SQL Plan Cache

Integrated Server Administration '-‘a._*p Transactions

Secunty

Users and Groups

E Database
FlDatgbgse

Hredew?

All Tasks r
1

M Journal Manaaement
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This is the name of the PGM library as it appears in IBM | Access Client Solutions under
Navigator for | > Database > Databases > [DatabaseName] > Schemas. The default is HTEPGM,
but may be different for a TEST environment.

IBM* Navigator for i

Welcome
Dashboard

Search Task
B IBM i Management

Target Systems and Groups
Favorites
System
Monitors
Basic Operations
A Work Management
Configuration and Service
Metwork
Integrated Server Administration
Security
Users and Groups
E Database

B Databases

[E Htetst4

Schemas

Datzbase Maintenance

iSeries data libray

o

=3

Welcome goww2 Target system: htetst4 Help

Welcome 30| Hietstd X x

Schemas

@ | @ - @ - @ | Actions ¥
Mo filter applied
Mame System MName
HTEDTAY HTEDTAY
[;] HTEPGMV HTEPGMY
QGPL QGPL
QTEMP QTEMP

This is the name of the DTA library as it appears in IBM | Access Client Solutions under
Navigator for | > Database > Databases > [DatabaseName] > Schemas. The default is HTEDTA,
but may be different for a TEST environment.

IBM® Navigator for i

‘Welcome
Dashboard

Search Task

E IBM i Management
Target Systems and Groups
Favorites
System
Monitors
Basic Operations
Work Management
Configuration and Service
MNetwork
Integrated Server Administration
Security
Users and Groups
El Database
Bl Databases
B Htetst4
Schemas

Databaze Maintenance

=

Welcome goww2 Target system: htetst4 Help

Welcoms 30| Hietstd ¢ x

Schemas

@ | %I - @ - @ | Actions ¥
Mo filter applied
Name System Mame
=l HTEDTAY HTEDTAY
=
HTEPGMV HTEPGMY
QGPL QGPL
QTEMP QTEMP
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If you have multiple environments set up on iSeries, such as for LIVE and TEST, then you need to
enter the environment name. If you sign in to either Naviline or Select and get an environment
screen, then this would be the environment you normally select on that screen. If you do not
normally get the environment screen, then there isn’t an environment and you can leave the
environment blank. You can further check for environment names in either Naviline or Select
by using a F9 command line > strsql > CALL HTOO5P. This will bring up an environment list if

there are any available.
20 Session A - [24 x 80] = =

File Edit View Communication Actions Window Help

B B 2% B % 2 @l
HTOO5F01 Superion Menu Driver
Library List Maintenance

Position to Application

Type options, press Enter.
2=Change 3=Copy 4=Delete 5=Display

Opt App Additional Suffix Environment Description
Library

HR LIVE Vo, PTF HTEDTAV
HT LIVE vo. PTF HTEDTAV
KA DTAS Vo, PTF HTEDTAV
KA DTAY Vo, PTF HTEDTAV
KA LIVE Vo, PTF HTEDTAV
KA TEST Vo, PTF HTEDTAV
XX DTAS Vo, PTF HTEDTAV
XX LIVE Vo, PTF HTEDTAV

muCcwuwCcwnw

Bottom
F3=Exit F5=Refresh Fe=Add

MA A 04/032
4256 1902 - Session successfully started

Naviline Server Name

You will need the fully qualified server name, i.e. NLServer.domain.com or IP address of the
Naviline server. This is used by methods that upload or retrieve file attachments. These
methods require NaviLine 9.1.16.2 or higher.
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Fusion payments require additional setup on the iSeries and Point of Sale (POS) servers for
payments to be fully processed.
See the Payment Setup page for additional installation and setup guides.

Payments

Naviline Web Enablement

The NavilLine Web Enablement package needs to be loaded on the NaviLine IBM iSeries server.
Separate install instructions for installing the package on the iSeries should be sent to you when
you order this package. Additional licensing and configuration instructions are on the Payment

Setup page.

Cash Receipts

The Fusion payment methods require a Cash Receipt Batch to be configured on the IBM iSeries
server for payment processing. See the Cash Receipts Setup instructions for how to setup and
configure the batch.

Agnostic Payment Listener

This is required to be installed on any POS machine taking credit card payments. See the
Payment Setup page for installation and setup guides.

Cloud Installs ONLY

For Cloud Installs that access a premise database, you will have to edit the web.config files (in
both c:\inetpub\wwwroot and d:\inetpub\wwwroot if they exist there) to include the database
server IP address in order for Web Service Payments via Fusion to work.

The file contents look like this....
<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<system.net>
<defaultProxy>
<proxy proxyaddress="http://172.30.20.55:8080" bypassonlocal="true" />
<bypasslist>
<add address="172.30.2.54" />

<add address="172.30.2.52" />
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<add address="172.30.2.129" />
<add address="172.30.2.55" />
<add address="172.30.2.62" />
<add address="172.30.2.71" />
<add address="172.30.2.75" />
<add address="172.30.2.142" />
<add address="172.30.2.92" />
<add address="172.30.2.95" />
</bypasslist>
</defaultProxy>
</system.net>
<system.web>
<identity impersonate="true" />
</system.web>

</configuration>

Visit us at centralsquare.com
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Installation Options
Follow the guide link for your action. You may skip over sections for other actions you are not

currently doing.

Click here: To install for the first time
Use this option if this is the first time you are installing Fusion on the server.

Click here: To upgrade to a new version
Use this option if you already have a version of Fusion installed, and you want to upgrade it to a
new version.

Click here: To change confiquration information
Use this option to change the configuration values after Fusion is already installed. l.e.,
changing the iSeries password or adding an AppID.

Click here: To uninstall
Use this option to uninstall and remove all Click2Gov applications. This removes all applications
from Weblogic and deletes the files from your server.
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If you are installing Fusion for the first time on the server, this section guides you through the
steps required.

To install for the first time

Install questions

The installer displays screens prompting you for the information you gathered in your
configuration checklist.

This section guides you through the screens and instructs you about how to provide the
required information.

Welcome

This screen states general information and requirements about the installer. See the section
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Prerequisites for information about installing the prerequisites. When you click Next, the
installer verifies that the prerequisites are installed. Click the Instructions button to display the

installation instructions where you will find a list of the prerequisites and instructions on how to
install them.

Fusion MaviLine - Installshield Wizard E3
Welcome to the InztallShield Wizard for Fusion Haviline FUS' N @

Maviline
Mok

Cancel
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Select the directory to install the Fusion services to. By default, this is your IIS folder. You can
change it to install to a different location if you prefer by clicking the Browse button. The install
will create a folder called FusionServices under the selected folder where the service files will
be installed.

Destination Folder

Fusion MaviLine - Installshield Wizard

Select Destination Path

OIS

Unleashing
the Power of
MNaviLing

MaviLine Jestination Folder
Maobils

inetpub'y ook

Installshizid Cancel
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Enter the Site Name to use as the name of the web service. This will determine the URL
needed to access the fusion services. By default, this is FusionServices, and the resulting URL
would be http://localhost/FusionServices

Site Information

You can install the fusion services more than once on the same server. Each site requires you
to enter a unique Site Name. This is used, for example, if you want to set up a second site going
to your iSeries TEST server. You would enter FusionServicesTest as the Site Name to make it
unique and to indicate it is going to the TEST server. Then you would access the Fusion services
test site by using the URL: http://localhost/FusionServicesTEST

Enter the Domain Name used by your site’s SSL certificate. This will determine the URL needed
to externally access the fusion services. By default, this is Fusion.myCity.gov, and the resulting
URL would be https://Fusion.myCity.gov/FusionServices. This needs to be changed to your
domain name.

Under the domain name, is a message indicating if the SSL Domain certificate is available or not.
It will re-check for a SSL certificate after you enter the domain name above. If the certificate is
not found, see the section Configure 1IS with SSL to add an SSL Certificate. If you do not have
your domain name or Https enabled, you can leave the default domain name and change it
after you receive your certificate. It is used for HTTPS security settings required for OWASP
compliance. The Fusion diagnostic page will show a warning that Https security is not enabled,
but you will still be able to use the Fusion services. To change the domain name and Https
security settings after getting your certificate, see the section To change configuration

information.
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http://localhost/FusionServices
http://localhost/FusionServicesTEST
https://fusion.mycity.gov/FusionServices

Fusion MaviLine - InstallShield Wizard

Web Site Information

for configuring the v

‘ ame:
FuzionServices

Diomain name:

Fusion.myCity. gove

L Domain certificate not found **

Unleashing
e Fower of
MNaviLing

MawiLline
Mobile

Inseallstizld

Application ID

An application ID and application key will be provided to you when you purchase Fusion
through CentralSquare. This information is from item 1 in your configuration checklist.
The ID and Key are required, enter your city name in the Description.
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Fusion MaviLine - InstallShield Wizard

Application ID

L3
Enter pour customer key provided by SunGard. FUSION ®

Application 1D:

D 1

OIS

Unleashing
the lhowet of
MaviLing

Maviline
Motde
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iSeries Configuration Settings

Enter the iSeries information from items 2a-2h in your configuration checklist.
This information is used to configure the Fusion services to communicate with the iSeries. All
fields are required except the environment label. If your iSeries requires an environment label,

fill it in.

Fusion Maviline - InstallShield Wizard .

15enes [El:_ln_ﬁgi.lla.t-il.:tn -5_1.3_lt-ings FUSiON ®

enter your infarmation

name atd

u|:||:|||| 3
FUSION

Applicatio

rver Mame or [P

iSefies. com

Database Mame

ograrm Libran in the libramy settin T oL iSe

S

Unleashing
the Power of
MaviLine’

Environment Label

Mokl

red Library ) ef to Pragrarm library.

InstallShield
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Configuration Settings

Enter the NaviLine server information from item 3a in your configuration checklist.

This information is used to configure the Fusion services to communicate with the Naviline
server for file attachments. If you do not have a Naviline server, just enter localhost to
continue.

Fusion Maviline - InstallShield Wizard

Configuration Information - ®
Enter the required configuration infarmation f:lJ!;I(:)|\l

Unleashing
the Power of
Maviling

MavilLine
Maokila

Shizdd
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Ready to Install

Fusion MaviLine - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin inst:

Click Install ko begin the installation.

Unleashing
the Powst of
Maviling

MaviLine
Mobds

Cancel

Click Install to start the installation.
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The installer will deploy the latest Fusion service files to IIS, then set the configuration values. If
this is an upgrade or maintenance, then it will back up the previous files before making any
changes. The installer displays what it’s doing above the status bar. This should only take a few
minutes.

Installation

Fusion NaviLine - InstallShield Wizard

[x]
Setup Status FUSiON ®

stalling Fusion NaviLine

Naviline
Mobide

Installhizld Cancel

Complete

This screen displays once the installer has completed installation and configuration.

FUSION®

Naviline
Mobide

Instalishield

Click Finish to end the installation. Click here: Verify the installation to continue to the post-
install instructions.
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If you are running the install in order to upgrade Fusion to the latest version, this section guides
you through the steps required.

To upgrade to a new version

Install questions

The installer displays screens to indicate it is upgrading to a new version. It does not allow you
to change any of the configuration during update mode.

Multi-Instance Screen
The installation will first display the instance selection dialog shown below.

Fusion MaviLine - InstallShield Wizard

Exizting Inztalled Inztances Detected

1 ®
Select the appropriste applic: & to maintain or update. FUSI ON

m. 7'ou

Maviline
Motde

InsrallShizid

Choose the Maintain or update the instance of this application selected below radio button.
Then select the Fusion application with the Site Name you want to update.
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Welcome

This screen simply states that it will update Fusion and show the version being upgraded to.

Fusion MaviLine - InstallShield Wizard | x|

Welcome to the InstallShield Wizard for Fuzion MavilLine

ion Maviline ko s

Click the Instructions button bela iew the installation guide.

Unleashing
the Power of

MaviLing .
iy Ingtructions

MaviLine
Motde

Insrallzhiskd i Cancel
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Site Information

Confirm that the Site Name is the correct one for the site you are trying to upgrade.

If you have not previously entered a Domain name, then you can enter it now, as this was not
required in previous versions.

Fusion Maviline - InstallShield Wizard

Web Site Information

o FUSION®

Site Name:

FuzionServices

Dlamain name:

Fusion. myCity. gow

amain certificate not fou

Unleashing
the Power of
Maviling

MavilLine
[

IrnstallShizld

Click Next to start the installation.
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The installer will deploy the latest Fusion service files to IIS, then set the configuration values. If
this is an upgrade or maintenance, then it will back up the previous files before making any
changes. The installer displays what it’s doing above the status bar. This should only take a few
minutes.

Installation

Fusion NaviLine - InstallShield Wizard

[x]
Setup Status FUSiON ®

stalling Fusion NaviLine

Naviline
Mobide

Installhizld Cancel

Complete

This screen displays once the installer has completed installation and configuration.

FUSION®

Naviline
Mobide

Instalishield

Click Finish to end the installation. Click here: Verify the installation to continue to the post-
install instructions.
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If you need to change any of the configuration values from the configuration checklist such as
changing the iSeries password, this section guides you through the steps required.
Examples where you would use this option:

To change configuration information

e The iSeries password has expired, and you need to reset it.

e You have the latest version installed on your TEST environment and want to switch it
over to PRODUCTION.

e You want to add an App ID.

Starting the installer

You do not need the Fusion install package available to change the applications. Simply go to
the Programs and Features option in Windows Control Panel. On the Windows Start menu,
select Control Panel. Then select Programs and Features.

In the Programs and Features window, select the Fusion application, then click Change. This
starts the installer.

.1 Programs and Features

A A —
‘;\ j\ J E 'Muwograms and Features

A [‘EJ ISearch @J

File Edit Wiew Tools Help

Tasks
Wiew inskalled updates

Get new programs online at
Windows Marketplace

Turn Windows features on or off

3

Install a program Fram the
network,

) Fusion Maviline FusionServices i
J| Mokepad++ 6/10/2015 12.0MB 6.7.8.2

Uninstall or change a program

Touninstall & progran, select it From the list and then click "Uninstall”, "Change”, or "Repair”,

Organize =5 Wiews . Uninstall} - - Change 9

B/11/2015

IﬁlMicmsoft Wisual C++ 2012 Redistribukable (x64)... &/5/2015 452 KB 11.0.61030.0
A~ acrobat.cam &/4/2015 1.67MB 1.1.377
g Adobe AIR B/4i2015 1.0,4990
BH:dcbe Readsr 3 £/4/2015 202 ME 9.0.0
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Install Questions

The installer displays screens prompting you for the information you gathered in your
configuration checklist. This section guides you through the screens presented and instructs
you about how to provide the required information.

Modify / Repair / Remove

The Modify / Repair / Remove screen displays first and asks you which of these options you
want to do. Choose the first option, Modify, to change the configuration values for the
currently installed applications.

Fusion Maviline - Installshield Wizard E3
Welcome . ®
Modify. repar, or re e progran. FUSION

nance program. This program lets you madify the

1y add or gelect currently installed features to remowve.

nztall all program fes = by the previou

Unleashing
the Poverr ol
Maviline . ]
all installed features.

Maviline
Mobide

Cancel
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Site Information
Confirm that the Site Name is the correct one for the site you are trying to change.

Enter the Domain Name used by your site’s SSL certificate. This will determine the URL needed
to externally access the fusion services. By default, this is myCity.Fusion.gov, and the resulting
URL would be https://myCity.fusion.gov/FusionServices. This needs to be changed to your
domain name.

The SSL Domain Certificate message wil indicate if it found the certificate in IIS or not. If the
certificate is not found after you entered the domain name, see the section Install an Internet
Server Certificate to enable it for Https security.

Fusion Maviline - InstallShield Wizard

Web Site Information

anfiguring the web service in 115 FUSiON o

Site Mame:

FuzionServices

Darmain narme:

Fusion. myCity. gov

ficate not found =

Unleashing
the Poweer of
Maviline’

MavilLine
Maokila

InstallShishd

Click Next to continue.
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An application ID and application key will be provided to you when you purchase Fusion
through CentralSquare. This information is from item 1 in your configuration checklist. Both
fields are required.

Application ID

Fusion MavilLine - InstallShield Wizard

Application ID

Enter pour custamer kep provided by SunG ard. F USiON @

Application 1D:

1 b2eadd

Application Key:

qlw2e3rdthpEu7iBoSplal :2d3F40bh6

Unleashing
e Powet of
Maviline

Maviline
Mobils

Cancel
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The iSeries Configuration Settings dialog displays the iSeries information that is read from the
currently installed applications. This should match the iSeries information from items 2a-2h in
your configuration checklist.

If the information is not correct, change it so that the applications will be set to the correct
iSeries settings. To change the password, uncheck the Keep current password checkbox and
the password field will appear instead. This information is used to configure the Fusion services
to communicate with the iSeries. All fields are required except the environment label. If your
iSeries requires an environment label, fill it in.

iSeries Configuration Settings

Fusion MaviLine - InstallShield Wizard

15enes Configuration Settings ) ®
Pl ater your infarmation FUSI ON

Applic wour is zername and

FUSION

Application i5

z Program Librany

QiR r TEPGM
Unleashin
'lll-h-::iu . z Data Library

B 2vILine HTEDTA

o Ervironment Label
el . E—
Mokila -

ed Library Jefa rograrn library.
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Enter the NaviLine server information from item 3a in your configuration checklist. This
information is used to configure the Fusion services to communicate with the Naviline server
for file attachments. If you do not have a Naviline server, enter localhost to continue.

Configuration Settings

Fusion Maviline - InstallShield Wizard

Configuration Information

-
Enter the required configuration information F USI ON ®

Unleashing
the Power of
Maviling

Cancel
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The installer will deploy the latest Fusion service files to IIS, then set the configuration values. If
this is an upgrade or maintenance, then it will back up the previous files before making any
changes. The installer displays what it’s doing above the status bar. This should only take a few
minutes.

Installation

Fusion NaviLine - InstallShield Wizard

[x]
Setup Status FUSiON ®

stalling Fusion NaviLine

Naviline
Mobide

Installhizld Cancel

Complete

This screen displays once the installer has completed installation and configuration.

FUSION®

Naviline
Mobide

Instalishield

Click Finish to end the installation. Click here: Verify the installation to continue to the post-
install instructions.
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If you want to uninstall the Fusion services, this section guides you through the steps required.

To uninstall

Starting the installer

You do not need the Fusion install package to change the applications. Simply go to the
Programs and Features option in Windows Control Panel. On the Windows Start menu, select
Control Panel. Then select Programs and Features.

In the Programs and Features window, select the Fusion application, then click Uninstall. This
starts the installer.

.1 Programs and Features !li[ E

(_) (_) E = Control Panel| = |Programs and Features - l‘z_]J ISearch E]J

File Edit Wiew Tools Help

Tasks Uninstall or change a program

Wiew inskalled updat
e nstaled upoates To uninstall a progran, select it From the list and then click "Uninstall’, "Change”, or "Repair”,

Get new programs online at

Windows Marketplace

Organize v == Wiews [ . Uninstall

Turn Windows features on or off

.’di

- | Inskall...

Install a program from the c

network > 2
4 Motepad++ 6/10/2015
j‘ﬁlMicrosoFt Visual C++ 2012 Redistributable (x64),,. &/S/2015 452 KB 11.0.61030.0
A Acrobat.com 6/4/2015 1.67MB  1.1.377
g’ adobe AIR B/412015 1.0.4990
;Endnbe Reader 9 6/4/2015 202 ME  9.0.0

Click Yes to confirm that you want to uninstall Fusion.

Click2Gov3 - InstallShield Wizard |

Do wou want ko complekely remove the selected application and all of iks
features?

Yes Mo
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Install Questions

Site Information

Confirm that the Site Name is the correct one for the site you are trying to remove.

Fusion Maviline - InstallShield Wizard

Wweb Site Information

nfiguring the w

Site Marne:

FUSION®

FuziohServices

Dramain namne:

Fusion. myCity. gov

L Domair cerl

CERNGS

Unleashing
{the Power of
Maviling

Maviline
Mokils

Iretallshieid

cate not found

all guide:

Cancel

Click Next to continue.

The installer will immediately begin the uninstalling after you click Next to confirm. It will show

the progress as it is uninstalling the files.

Visit us at centralsquare.com
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The installer will deploy the latest Fusion service files to IIS, then set the configuration values. If
this is an upgrade or maintenance, then it will back up the previous files before making any
changes. The installer displays what it’s doing above the status bar. This should only take a few
minutes.

Installation

Fusion NaviLine - InstallShield Wizard

[x]
Setup Status FUSiON ®

FUSION
Unleashing
e ool
NaviLine’
Ebce ANAGTICS

Naviline
Mobide

Canel

Complete

This screen displays once the installer has completed uninstallation.

FUSION®

InstallShield Wizard Complete

The

-

SERVICES FUSION
Unleashing
i
Naviling'

EDGE ANADTICS

Naviline
Mobide

Click Finish to end the installation.
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Verify the installation

Verify the Fusion service
You can test that the Fusion service is installed by browsing it through IIS.

In IIS, select FusionServices under Default Web Site, and click Browse to browse the application
using either http or https.

qEInternet Information Services {II5) Manager

@._F Y [_33‘ b WINS-DEYZE » Sites » Default Web Site » FusionServices »

=l |
]q;. @ -

File WYiew Help

= ‘@ FusionServices Home
(-4 |"_ |ﬁ' L=} l 2 Explore
[ UE] Start Page Group by A =0 Edit Permissions. ..
=93 WINS-DEV7S (LKMYfinal, builder) By Area l=s] o
2} Application Pools ASP.NET = [E] Basic settings...
=& Sites

Wiew Yirtual Direckories

- Default Web Site \@’ (7 F 9{
B[] aspnet_client > L= =

Manage Application

| FusionInstall . .MET MET Profile JMET Trust Application i
™) [ —— Compilation  Globalization Levels Settings Browse Application
SIONSErYICes 3 *,

“| GoogleMapping - = i Browse *:80 {http)
P MsMQ abl iﬁr =l % e L @] Browse *:444 (https)
£ ) ) B- = |
_‘i OMESoltion o ki Machine K P. d  Session Stat SMTP E-mail Advanced Sektings

g annection achine Key ages an ession State mai g5,

This should bring up the Fusion Web Services page.

FusionServices x
&« C | @ Secure | htfps:/Afusion.superion.com/Fusionseryices
E:' apps | Fusion Services - iMend: | FusionServicesDemo | Fusion % REST Conscle D [nlei

FUSiON Web Services

Fusion Web Services provide access to

and to assist you in the development
process of Superion products.

)

SUPERION NavilLine®

Service Status:

Fusion Service is running
Fusion services are awailable for use

Build Date: 7/26/2017 24250 PM
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Under the logo, there is a Service Status section. This page runs some basic test to verify that
the pre-requisites are installed, and the configuration information is correct. If any of these
show an error, review the configuration information you entered during the install, or see the
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Prerequisites section for how to install missing prerequisites.

Service Status:

; Fusion Service is running
Fusion services are available for use

Build Date: 2/27/2017 3:18:06 PM
Server Prerequisites:

.NET Framework version
MET 4.0 and 4.5 are installed

IEM Client Access
[EM Client Access version validated. WET Data Provider installed.

Configuration & Connectivity:

o/ License Key
License key successfully validated.

MaviLine Server Name
Maviline Server is running.

Successfully connected to database.

4
+/  Database Connection
4

Test Response
Test call successfully responded.

Visit us at centralsquare.com 85| Page



PR
\‘/

Verify https and the SSL certificate

You can test that the Fusion service is able to respond through the https URL by entering the
URL below into an IE browser. This should bring up the diagnostics page shown above.

https://servername:443/FusionServices

Once you have your SSL certificate installed, you can test that the Fusion service is able to
respond through the https URL by entering the URL below into an IE browser. This should bring
up the diagnostics page shown above.

https://domainname.com/FusionServices

HTTPS Security
The Fusion service page will test for the HTTPS Security status. This checks if https and the SSL
certificates are setup in IIS, along with other OWASP security standards.

HTTPS Security:
J Https Binding
Https binding exists in 1IS for the web site.

The web site will accept https calls

! SSL Certificate
SSL Certificate not found for domain: localhost

Either a SSL Certificate for the domain has not been set up yet, or the domain name is incorrect in the Fusion configuration. If you call Fusion using
https, it will block Fusion functionality, because it is unable to verify the certificate. Only http connections will work
! Https Content Security
HTTPS Content Security not enforced. After adding a valid certificate, rerun the Fusion install to enable.
This will not affect Fusion functionality, but is recommended by OWASP security audits.
! IIS URL Rewrite
URL Rewrite module not available in IIS. See install guide section: 'Add URL Rewrite to IIS'
IIS Rewrite rules to automatically redirect http calls to https will not be available. This will net affect Fusion functionality, but is recommended by OWASP
security audits.
! Http -> Https Redirect
Http -> Https redirect rule is not set. After the URL Rewrite module is added to IIS, rerun the Fusion install to enable.

This will not affect Fusion functionality, but is recommended by OWASP security audits.

Https Binding
On the Default Web Site in IS, you have to add a Binding for https. It will not respond to https
calls without the binding. Only http calls will work. See Add Https Binding.

SSL Certificate
In IIS, you have to add the SSL certificate for your domain. Without the SSL certificate, if you
call Fusion using https it will block Fusion functionality because it is unable to verify the
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https://servername/FusionServices
https://domainname.com/FusionServices
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project#tab=Main

certificate. Only http connections will work. See Domain name and Install an Internet Server
Certificate.

Https Content Security
Https Content Security prevents external malicious scripts from being displayed on the Fusion
service page. This is an OWASP security standard. It will not affect Fusion functionality.

To remove the warning, once you have added the SSL certificate for your domain, rerun the
Fusion install To change configuration information. Make sure the Domain name is entered,
and that it finds the SSL Certificate. Continuing with the install will add the Https Content
Security settings.

IIS URL Rewrite

URL Rewrite is a plug-in to 1IS. You have to download and install it. See Add URL Rewrite to IIS.
This is used to redirect http calls to https for OWASP security. This will not affect Fusion
functionality.

Http -> Https Redirect
This automatically redirects any Http calls to use Https security. It requires the URL Rewrite
plug-in above. This is an OWASP security standard. It will not affect Fusion functionality.

To remove the warning, once you have added the SSL certificate for your domain and installed
the URL Rewrite plug-in, rerun the Fusion install To change configuration information. Make
sure the Domain name is entered, and that it finds the SSL Certificate. Continuing with the
install will add the Https Content Security settings.

Verify the services are responding

To verify and test that the Fusion services are responding, see the
instructions in the next section.

You will NOT be able to browse any of the method URLs directly. l.e. entering:
http://localhost/FusionServices/v2/Naviline/Utilities/NotificationSettings

into a browser will give you a page not found error. This is by design. Since this is a web service,
and not a viewable application, it does not have viewable pages for each URL. As a service, it
handles and processes the URL calls internally, which is why you need either the REST Console
or your code sample to call the method.
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REST Console Extension

This is a free web application available in Google Chrome that you can Download and use to
test sending the service calls and see the JSON output that the services return.

The application presents a page that allows you to enter information that would normally be
sent as part of the JSON request. The sections you will need to fill in values for are explained
below.

Target

In the target section, you will fill in the URI for the service, and selecting either GET or POST as
the Request method. The URL for each service is found in the Example section for the method
on the Fusion documentation site http://fusion.CentralSquare.com/Fusion/. It also indicates if
it is a GET or POST method.

From Fusion documentation:
Example

GET hitp:MocalhostFusionServicesiv2iMaviline/WMilities/MofificationSettings

In the REST Console:

m Target

Target
Request URI

Request Method

Request Timeout

60 seconds

Request URI

In the Target section, enter the URL into the Request URI field. Some of the service methods
require values, such as account numbers, to be entered as part of the URL. If so, make sure the
values are valid for your database, and that they are entered in the proper order.
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Select either GET or POST. The example in the Fusion documentation will indicate if it is a GET
or POST method.

Request Method

Body

In the body section, you will fill in your APP ID and APP KEY, along with any other data to be
passed to the method.

Custom Headers

You will need to enter your APP ID and APP KEY into the header information. The services

require this to validate your license. Click the button to add a new field to the Custom
Headers section.

Enter X-APPID as the header name, and enter your APP-ID (short code) to the right.

Enter X-APPKEY as the header name, and enter your APP-KEY (long code) to the right.

You can enter these in any order.

Custom Headers

Request Parameters

X-APPID

X-APPKEY

Send

Click on the Send button to submit the request. The response will be returned at the bottom of
the page.

=end SET POST PLIT DELETE
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Response

Response Body RAW Body Response Headers Response Preview Request Body Request Headers

Color Theme Force Syntax Highlighting
Bootstrap ¥ Auto ® JSON XML HTML CSS

Passing input paramaters

Services that use a POST request require paramaters to be sent to the service. These are listed
as Input Paramaters in the method’s documentation page. Some of the fields will be marked as
[Required] and must be sent. The rest are optional.

Method PostSearchByAddress
Summary
Searches open permits by Street Number and Street Mame

Remarks

This searches for open building permits by the street address. It will match any address that contains the sireet name.

Input Parameters

Name Type Description
StreetName Systemn_String [Required]ivatch sireet names beginning with this name.
StreetMumber numeric House or building number to search for.
StreetDirection Systemn. String 2 digit code indicating sireet direction: M, 5, E, W, NE, NW, SE. SW
StreetSufiio System_String 4 character street sufii:x. [.e. Bay, Dr, Lane, Rd, Way

To send the input parameters in the REST Console, you will need to enter the following fields:

Content Type

Set the Content-Type to application/x-www-form-urlencoded

0 |Page
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7 Body

Content Headers
Content-Type

"= nlications-wenene-form-urlencoded

Request Parameters

4
Under Request Payload > Request Paramaters, click on the add button . to add

parameters.
Enter the name of the Input Parameter on the left, and the value on the right. The parameter

name is not case sensitive, and the order the parameters are entered does not matter. The
parameter value may be case sensitive depending on the method.

Click the add button to add more. Use the subtract button to remove any unused

parameters.
Request Payload

Request Parameters
FAIR

StreetMumber 1305

Send
Click on the Send button to submit the request. The response will be returned at the bottom of

the page.

SET POST PLIT DELETE
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Response

RAYY Body Response Headers Response Preview

Color Theme Force Syntax Highlighting
Default vy OAnto ®UsoN OXML O HTML O CSs

Request Body

Request Headers

"ServerElapsedTime™: "00:00:00, 23285177,

"Rows": [{
"BEPPFYER™: 10",
8o "EFFCNE™: 10",
TARAETH™: L1305,
TARCHCD™: "™,

"ABACCD™: "FAIR"™,
"ABAECD™: AT,
0. "BEPNAME™: "CARTER TRAVIS II™,
"BPHMTE™: "OU",
TACAJCD™: "6l308",
"TACAKCD™: "5ZE0",
TACALCD™: "384",
5o TACAMCD™: "0zZ9T,
TACANCD™: 0047,
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Appendix 1: IIS installation for Windows 2012

This appendix guides you through setting up the IS, Web Deploy, and Microsoft .NET 4.5
prerequisites. These are installed by adding Roles and Features through Server Manager, or the
the Web Platform Installer in IIS.

IIS Manager Roles and Features

Use the Server Manager > Manage > Add Roles and Features to enable the following roles and
features. If IIS was previously installed, some options may be already checked. Please step
through the roles and features to make sure all the items below are set.

Server Manager

Manage Tools View

Add Roles and Features

Remave Roles and Features

Add Servers

Create Server Group

@ Is 1

Server Manager Properties

Select the Web Server role.

e Roles: Web Server

[ Add Roles and Features Wizard \;‘i-

DESTINATION SERVER

Select server roles GN-Fus-Qestlem Sungardps

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
o . Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.
[] DNS Server
[] Fax Server
b [®] File and Storage Services (2 of 12 installed)
[] Hyper-v

[] Metwork Policy and Access Services
[] Print and Document Services

[ Remote Access

[[] Remote Desktop Services
1 Volume Activation Services
!
[] Windows Deployment Services
[] Windows Server Essentials Experience

[] Windows Server Update Services

| < Previous | | Next > | Install Cancel

93| Page
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Set the Server Role options under Web Server.

C

Note: If this is the first time you are installing IIS, these options may not be available until after

the Features dialog, which comes next. After selecting the features, it will prompt you to select

the Web Server settings that are displayed here.

e Roles: Web Server (lIS) > Web Server > Common HTTP Features
o Default Document

O
O
O
O

Directory Browsing
HTTP Errors

Static Content
HTTP Redirection

Select server roles

Before You Begin

Installation Type

Server Selection

Select one or more roles to install on the selected server,

Add Roles and Features Wizard

Roles

4 [E] Web Server (lI5) (29 of 42 installed)

[ Volume Activation Services

4 [H] Web Server (21 of 34 installed)

PR IRCommon HTTP Features (5 of 6 installed

v/| Default Document (Installed)

[] WebDAV Publishing

| Performance (Installed)

[®] Security (3 of 9 installed)

[ Vv v

[®] Health and Diagnostics (4 of 6 installed)

[®] Application Development (7 of 11 installed) v

<]

DESTINATION SERVER
GM-Fus-QAtest km.Sungardps.icl

Description

Common HTTP Features supports
basic HTTP functionality, such as
delivering standard file formats and
configuring custom server
properties. Use Common HTTP
Features to create custom error
messages, to configure how the
server responds to requests that do
not specify a document, or to
automatically redirect some requests
to a different location.

< Previous | | Mext =

Cancel

Install
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e Roles: Web Server (1I1S) > Web Server > Health and Diagnostics
o HTTP Logging
o Logging Tools
o Request Monitor
o Tracing

DESTINATION SERVER

Select server roles e et

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection — ' Health and Diagnostics provides
[[] Volume Activation Services infrastructure to monitor, manage,

4 [B] Web Server (IIS) (22 of 43 installed) and troubleshoot the health of Web
Features . servers, sites, and applications.
4 [H] Web Server (21 of 34 installed)
b [M] Common HTTP Features (5 of 6 installed)
PR lH<=alth and Diagnostics (4 of 6 installed)
HTTP Lagging (Installed)
[] Custom Logging
Logging Teols (Installed)
[] ODBC Logging
Request Monitor (Installed)
Tracing (Installed)
b Performance (Installed)
b [®] Security (3 of 9 installed)
4 [H] Application Development (7 of 11 installed ™

m T>] |

-cPreviuusH Mext > |
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e Roles: Web Server (IIS) > Web Server > Performance
o Static Content Compression
o Dynamic Content Compression

Select server roles

Before You Begin
Installation Type

Server selection

Features

Select one or more roles to install on the selected server,

Roles

[ volume Activation Services
4 [H] Web Server (lIS) (28 of 43 installed)
4 [H] Web Server (21 of 34 installed)
b [M] Common HTTP Features (5 of 6 installed)
[ [m] Health and Diagnostics (4 of & installed)

|1 Performance (Installed

Static Content Compression (Installed)
Dynamic Content Compression (Installe
b [M] Security (3 of 9 installed)
4 [H] Application Development (7 of 11 installed
NET Extensibility 3.5 {Installed)
MET Extensibility 4.5 (Installed)
[] Application Initialization
[] asp

DESTINATIOMN SERVER
GMN-Fus-Qatest lkm. Sungardps. ol

Description

Performance provides infrastructure
for output caching by integrating
the dynamic output-caching
capabilities of ASP.NET with the
static output-caching capabilities
that were present in IS 6.0. IS also
lets you use bandwidth more
effectively and efficiently by using
common compression mechanisms
such as Gzip and Deflate.

Install | | Cancel
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e Roles: Web Server (IIS) > Web Server > Security
o Request Filtering
o Basic Authentication
o Windows Authentication

Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

Roles

[ [M] Health and Diagnostics (4 of & installed)

Basic Authentication (Installed)
[] Centralized S5L Certificate Support

[[] Digest Authentication

[] IP and Domain Restrictions
[] URL Autharization
Windows Authentication (Installed)
4 [H] Application Development (7 of 11 installed
MET Extensibility 3.5 (Installed)
[l NFT Fvtencihilite 4 5 (Inctalladl

[[] Client Certificate Mapping Authenticatic| |

[] 1S Client Certificate Mapping Authentic =

DESTIMATION SERVER
GM-Fus-QAtest Ikm.Sungardps.lcl

Description

Security provides infrastructure for
securing the Web server from users
and requests, |15 supports multiple
authentication methods. Pick an
appropriate authentication scheme
based upon the role of the server.
Filter all incoming requests, rejecting
without processing requests that
match user defined values, or restrict

requests based on originating
address space.

Install | | Cancel
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e Roles: Web Server (IIS) > Web Server > Application Development
o .NET Extensibility 4.5
o ASP.NET (Windows Server 2008)
o ASP.NET 4.5 (Windows Server 2012)
o Checking ASP.NET 4.5 will prompt to include the following pre-requisites
= _NET Extensibility 4.5
= |SAPI Extenstions

= |SAPI Filters
o Cal
o ISAPI Extensions
o ISAPI Filters

DESTIMATION SERVER
GM-Fus-QAtest lkm.Sungardps.icl

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these

Server Selection b 1M Security (3 of 9 installed)

Features

3.5 (Installed)
MET Extensibility 4.5 {Installed)
Application Initialization
ASP
ASP.NET 3.5 (Installed)
ASP.NET 4.5 (Installed)
CGI {Installed)
ISAPI Extensions (Installed)
ISAPI Filters (Installed)
[] Server Side Includes
[] WebSocket Protecal
[ (W] FTP Server (1 of 2 installed)

b [ Mananemant Tanle nctalladl

<l

features to create Web content or
extend the functionality of IS, These
technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which 115 then sends to fulfill
client requests,

.NET Extensibility 3.5 and ASP.NET 3.5 are not required.

Visit us at centralsquare.com
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e Roles: Web Server (1IS) > Management Tools
o lIS Management Console
o 1IS Management Scripts and Tools
o Management Service

[IS 6 Management Compatibility is NOT requrired

Before You Begin
Installation Type
Server Selection

Features

Select server roles

Select one or more roles to install on the selected server.

Roles

[[] velurme Activation Serices

4 [B] Web Server (115) (29 of 43 installed)
P [m] Web Server (21 of 34 installed)
b [H] FTP Server (1 of 2 installed)
4 [ Management Tools (Installed)

[¥] 115 Management Console (Instalied)

[1 15 6 Metabass Compatibility (Instalbed)

] 56 Mansgement Console (Installed)
[L] 115 6 Scripting Tools (Installed)

[] U5 6 WM Compatibility (Installed)
[ 15 Management Scripts and Tools (Installeg
[+ Managemant Service (Installsd)

[ Windows Deployment Services

< m BE

DESTINATION SERVER
G FusaCpitwst liom Sungaerdps bol

Description

115 & Management Compatibality
prowides forward compatibility for
your applications and scripts that
use the two 15 APls, Admin Base
Obgect (ABC) and Active Directory
Service Interface [ADSI). You can use
exzsting IS 6 scripts to manage the
IS T Web server.

<Previous | | Nest> |

Install

| Comcel |
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Set the Features options under Web Server.

e Features: .NET Framework 4.5 Features > WCF Services > HTTP Activation

Select features

Before You Begin
Installaticn Type
Server Selection

Server Roles

Select one or more features to install on the selected server.

Features

[ NET Framewaork 3.5 Features (Installed)

4 [E] NET Framework 4.5 Features (4 of 7 installed)
NET Framework 4.5 (Installed)
ASP.NET 4.5 (Installed)

2 of 5 installed)

HTTP Activation (Installed)
O Message Queuing (MSMQ) Activation
[[] Mamed Pipe Activation
[] TCP Activation
TCP Port Sharing (Installed)
] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[] BranchCache

—_— - .

<]

DESTIMATION SERVER
GM-Fus-QAtest lkm.Sungardps.lcl

Description

Windows Communication
Foundation (WCF) Activation uses
Windows Process Activation Service
to invoke applications remotely over
the network by using protocels such
as HTTP, Message Queuing, TCP,
and named pipes. Consequently,
applications can start and stop
dynamically in response to incoming
work items, resulting in application
hosting that is more robust,
manageable, and efficient.

Install | | Cancel
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Web Deploy (msdeploy.exe) is used to deploy web applications to IIS. It is an IIS extension that
is downloaded and installed separately. It should be located in one of the folders below if it is
installed on your machine.

Web Deploy

For Windows Server 2012

C:\Program Files\IIS\Microsoft Web Deploy V3\msdeploy.exe
C:\Program Files (x86)\lIS\Microsoft Web Deploy V3\ msdeploy.exe

Use Web Platform Installer to install Web Deploy along with its dependencies like the
Web Management Service (WMSvc)

1. Click on the link below to go to the 1IS Web Deploy download page.

http://www.iis.net/downloads/microsoft/web-deploy
Click on the Install this extension button.

3. At the bottom of the browser, it will prompt you asking if you want to run or save the
WDeploy.exe. Click Run.

Do wou want to run or save WDeploy.exe (113 KB) from www .microsoft.com?

& This type of fle could harmn your computer, Run Save |v| Cancel

4. The Web Platform Installer will come up.

(%) web Platform Installer 5.0

© web Deploy 3.5

The Web Deployment Tool provides deployment and migration support for application packages and IS 6.0, 7.0, 7.3 and
8.0 Web servers. The Web Deployment Tool incorporates many features that enable Web server administratars to deploy,
syni, publish and migrate sites, including configuration, content, S50 certificates, databases and other types of data
associated with a Web server, Web Deploy also suppaorts both admin and non-admin deployment scenarios, The
non-admin scenarios enable administrators to configure Web Deploy on a server, and then delegate a subset of
deployment capahilities to developers who do not have admin accounts on the production server, For developers, the
Web Deployment Tool provides a framework for adding manifest files to ZIP packages that simplify local and remote Web
application deployment,

More information

Publisher: Microsoft
Version: 8.0.1762.0
Release date! Monday, June 10, 2012

1 Itemsto be installed Options Install | Exit
5. Click on Install.
6. Click on | Accept to agree to the license agreements.
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Web Platform Installer 5.0 [ x|

PREREQUISITES IMSTALL COMFIGURE FIMISH

Reviews the following list of third party application softweare, Microsoft products and components, and any additional
software identified below to be installed and Windows cormponents to be turned on, Third pary applications and
products are provided by the third parties listed here. Microsoft grants you no rights for third party software, You are
responsible for and rust separately locate, read and accept these thind party license terms,

¥ Web Deploy 3.5

Total file download size: 21.83MB

Click here to see additional software to be installed and review the associated Microsoft license terms

By clicking "TAccept”, wou agres to the license terms for the third party and Microsoft software, and any additional
software identified above, If wou do not agree to all of the license terms, click "I Decline”,

[T Sorme Microsoft software abowve use the Customer Experience Improvernent Prograrm, to send us basic setup and
usage info, By checking this box, you agree to send this info, To learn which do, read the Privacy Statements
bel o,

Privacy Staternents

IDecline | [Accept

7. A progress dialog will appear. Click Finish when done.

URL Rewrite

URL Rewrite is an 1IS module that first needs to be downloaded and installed in IIS.
1) Open lIS and select the Default Web Site

9y Internet Inf

© (@ » GN-FUS-QATEST » Sites » Default Web Site »

File  View Help

Connections .

Q- & O Default Web Site Home
™ il | ] &

"H;E| Start Page Filter: - W Go - lghShowA
+€5 GN-FUS-QATEST (LKM\craig.w

|2} Application Pools ASP.NET "

4 .[@] Sites = ¥ G

4% Default Web Site é N 04 :
NET NET .NET Error NET

Authorizat... Cempilation Pages Globalizat

2) On the Features View tab, select Web Platform Installer

Visit us at centralsquare.com
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File View Help

Q-:H|& 8

& » EGDEV-BUILD2

b Sites » Default Web Site  »

Start Page

EGDEV-BUILD2 (DEVOPS\craig.wildin

@ Application Pools

[@] Sites

4 & Default Web Site
b -] aspnet_client
b3 DOS
b7 DOS_BACKUP_11-17-2016
b7 DQS_BACKUP_11-17-2016
b -7 DQS_BACKUP_11-21-2016
b7 DOS_BACKUP_11-21-2016
b7 DQS_BACKUP_11-21-2016
b7 DQS_BACKUP_11-22-2016
b -[] DQSInstall
b -] Fusionlnstall
b -7 FusionServices BACKUP_1
b -7 FusionServices BACKUP_1
[>,‘:‘ FusionServicesTEST
b~ FusionServicesTEST BACK
b -7 FusionServicesTEST BACK
b -7 HRNET91153
D]iﬂ ig_comrmon
b7 KANET91153

0 Default Web Site Home

Filter: + ' Go -5 Show Al | Group by: Area - &~
ASP.NET
= 4 ' ﬁ [ LI? i
i= = = = =
§ < ¢ 5 B 9 ¢
MET MET MET Error MET MET Profile  .MET Roles \MET Trust  .NET
Authorizat.. Compilation Pages Globalization Levels
ﬁ R & &
Machine Key Pages and Providers  Session State SMTP E-mail
Controls
115
— B e — o
. g (o BB &
Authentic... Cal Compression  Default Directory  Error Pages Failed Hai
Document  Browsing Request Tra... Mag
. E :L [ Jl\j %ﬂ
b = \n! Fs L —
ISAPI Filters  Legging MIME Types  Modules Output Request  S5L Settings
Caching Filtering
Management
Configurat... 115 Manage
Editor Permission

a) If you do not have the Web Platform Installer shown, you can download it here:
https://www.microsoft.com/web/downloads/platform.aspx
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3) Search on URL Rewrite in the upper right corner

& » EGDEV-BUILDZ

» Sites » Default Web Site »

File View Help

Q- -z e

Start Page

EGDEV-BUILD2 (DEVOPS\craig.wildin

1} Application Pools

[ Sites

46D Default Web Site
b | aspnet_client
b Das
b1 DOS_BACKUP_11-17-2016
b-["] DOS_BACKUP_11-17-2015
b-[] DQS_BACKUP_11-21-2016
b -[°] DQS_BACKUP_11-21-2018
1] DOS_BACKUP_11-21-2015

LS mee masan

e Web Platform Installer

Spotlight Products Applications

URL Rewrite] x

MName Released Install

Microsoft Azure SDK for MET far Visual Studio 2017 RC - double click to learn more 11/16/2016
Microsoft Azure SDK for NET (V5 2015) - 2.9.6 11/16/2016
Visual Studio Community 2013 with Microsoft Azure SDK - 2.9.6 11/16/2016

4) Select URL Rewrite and click Add

& » EGDEV-BUILD2 » Sites » Default Web Site »

View  Help

1} Application Pools

3] Sites

4D Default Web Site
b 71 aspnet_client
b DQs
1] DQS_BACKUP_11-17-
-] DOS_BACKUP_11-17-
b (7] DQS_BACKUP_11-21-
p -] DQS_BACKUP_11-21-
b1 DQS_BACKUP_11-21-
5] DOS_BACKUP_11-22-
b [] DQSInstall
b 71 Fusioninstall
b 7] FusionServices BACK
] FusienServices BACK!

e Web Platform Installer

@ Search results for URL Rewrite

Released Install

0 ltems to be installed Options Install ‘ |

Features View || 2 Content View

5) It will now show 1 items to be installed.

& » EGDEV-BUILDZ

Click Install.

» Sites » Default Web Site  »

File View Help

Q- |% |8
g Start Page
-9 EGDEV-BUILD2 (DEVORS\
L5} Application Pools
4.8 Sites
4 &9 Default Web Site
3 [ aspnet_client
v @ 0os
b1 DOS_BACKUP_
p-[] DQS_BACKUP_
p (7] DOS_BACKUP_
p [ DQS_BACKUP_
p-[] DQS_BACKUP_
b [ DQS_BACKUP_|_|
1 -[] DQSlnstall
b [ Fusionlnstall
5] FusionServices_
» - FusionServices,

B

e Web Platform Installer

0 Search results for URL Rewrite

Released

Name

1 ltemsto beinstalled

= 1

I Fi

=1 Features View |/ Content View
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6) This brings up a Web Platform Installer dialog. Click | Accept.

PREREQUISITES INSTALL CONFIGURE FINISH

Review the fellowing list of third party application software, Microsoft products and components, and any additional
software identified below to be installed and Windows components te be turned on. Third party applications and
products are provided by the third parties listed here. Microsoft grants you no rights for third party software. You are
responsible for and must separately locate, read and accept these third party license terms,

% URL Rewrite 2.0
View license terms Direct Download Link

Total file download size: 5.98 MB

Click here to see additional software to be installed and review the associated Microsoft license terms

By clicking "l Accept”, you agree to the license terms for the third party and Micresoft software, and any additional
software identified above, If you do not agree to all of the license terms, click "l Decling",

| I Decline | I | Accept

7) This will start the install of the URL Rewrite module.

PREREQUISITES INSTALL CONFIGURE FINISH

Microsoft Azure

Microsoft Azure is an open and flexible cloud
platform that enables you to quickly build,
deploy and manage applications across a global
network of Microsoft-managed datacenters.
Easily create web sites, virtual machines or
databases in a few clicks.

Try it free now!

Finished downloading

Install progress: Installing URL Rewrite 2.0 [1 out of 1]

.
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8) Click Finish.

PREREQUISITES INSTALL CONFIGURE FINISH

v/ The following products were successfully installed.
URL Rewrite 2.0
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Appendix 2: IBMi Client Access

IBM Client Access has been replaced with IBM Access Client Solutions. However, Fusion will still
run with IBM Client Access V7R1. This section has instructions for installing IBM Client Access
v7, and for obtaining the user, server, database, and library names from System Navigator.

IBM Client Access V7R1

IBM Client Access is required for access to NavilLine. V7R1 is preferred as it resolves an error
with the machine.config file noted below. If you use V6R1 be sure to install the latest v6 service
patch. Fusion will not work with just the base v6 version.

This software should come with your iSeries setup and installation package. You can download
the latest service pack from:

http://www-03.ibm.com/systems/power/software/i/access/windows sp.html

Call the IBM Support Line at 1-800-IBM-SERV (1-800-426-7378) for more assistance.

During the IBM Client Access installation, the .NET Data Provider feature must be selected.
This is selected by default if you select the ‘Complete’ option.

i IBM System i Access for Windows Y6R1MO - InstallShield Wizard

Custom Setup

Select the program features wou wank installed,

Click on an icon in the lisk below to change how a Feature is installed.

------- =3 ~ | System i Navigator -] I —
S v | Data & Provides access bo DBE for /05
i T8 ACCESS For .MET development.

This Feature requires OKE on
wour hard drive,

| T L C k| -
*I N ISP -JEP. PR, I S

InstallEhield

Help | < Back I Mext = I Cancel

NOTE: If the IBM Client Access V6R1 is installed after IIS is installed, it may remove the
permissions to the machine.config files. See the section Troubleshooting: HTTP Error 503. The
service is unavailable
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You will need information about the iSeries server in order for Fusion to connect to it. You can
retrieve this information from the System | Navigator.

iSeries Server Settings

iSeries user / password

This is an iSeries account that the Fusion service will use to connect to iSeries. No special
permissions are needed. It will use the same permissions as any Naviline or Select user.

To create a profile from scratch for Fusion, use the following command and parameters:

CRTUSRPRF USRPRF(FUSION) PASSWORD() INLMNU(*SIGNOFF) LMTCPB(*YES) TEXT('Fusion
Service Profile') SPCAUT(*NONE) PWDEXPITV(*NOMAX)

Explanation:
5. For the usrprf parameter, the user name is: FUSION

6. INLMNU is the Initial Menu: We use *SIGNOFF to prevent someone from successfully
logging into the IBMi profile interactively.

7. LMTCPB stands for Limited Capabilities: This reduces the capabilities of the profile
which is very important to also use SPCAUT (Special Authority of *NONE).

8. PWDEXPITV stands for Password Expiration Interval: Always use *NOMAX.

If this is an existing Click2Gov3 customer, you can copy the profile using the “WRKUSRPRF” IBMi
command as illustrated below and change the appropriate parameters:

Hit enter

Use option 3 to Copy the existing profile, then change the parameters as indicated above,
making sure you use PgDn for more parameters and change the Password Expiration Interval.
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Work with User Profiles

Type options, press Enter.

1=Create 2=Change 3=Copy 4=Delete

12=Work with objects by owner

User

Opt Profile Text

SPSEGOV

User Profile

5=Display

Click2Gov3 Default Profile xxDO NOT DELETExx

The Fusion user profile must have QPGMR specified in the Group profile (GRPPRF) or

Supplemental groups (SUPGRPPRF) parameter:

Change User Profile (CHGUSRERF)

Type cholices, press Enter.

Group profile . . . . . . . . . GRPPRF
Cwner e = = = = = o= = = s . = - CWHER
Group autheority . . . . . . . . GREBRUT
Group authority type . « . . . . GREAUTTYE
Supplemental groups . . . . . « SUPGRFEPRF
+ for more wvalues
Lccounting code . . . LCGCDE
Document password . . .« DOCEWD
Meszage dquesus . - - . M3SGOQ
Library . . . . -
Delivery . . « « = . . - . DLVEY
Severity code filter . . . SEV
Erint device . . . - . PRTDEV
Cutput gqueue . . . . . OUTO

Library . . .

_or_

Visit us at centralsquare.com

QPGME
“USRPRFE
*NONE
“DRIVATE
“HCHE

“BLANE

wSLME

FISICH
COSRESYS

*NOTIFY

0

*WRESTH

*WERESTH
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Change User FProfile (CHGUSREERF)
Type cholces, press Enter.
Group profile . . . - -« . . GREERF GRPALL
Cwner e e w e e s . . . . COWHER “USREPRF
Group authority . . « « . . GREPRUT *ATT
Group authority type « « » « GSRPRUTTYP “PRIVATE
Supplemental groups - - - - SUPGRFPRF GRPMOD
+ for more wvalues COEGME
Locounting code . . - -« . . BCGCDE '"GRECZG"
Document password . . - . . DOCEPWD *SLME
Message queus . . . . - . . M3GOQ FUSTCHN
Library . . . .« . - e e . CUSRSYS
DeElivery « « « « « « « « . DLVRY *BRELE
Severity code filter . -« . . SEV ]
Print device . . . . - - . . PRTDEV *WRESTN
Cutput queue . . . . . e . . CDUOTQ CEFETNT
Library . . . . . e e . QGEL

iSeries server

This is the fully qualified domain name or the IP address of your iSeries server.
This is the name of the server as it appears in System | Navigator under My Connections.

_—

@ System i Navigator

File Edit View Help

toe| xE(eme

7 minutes old

Environment: My Connections | Htedemo3:

@ Management Central (Hted00) ~ | Name Description

EH My Connections 5 Basic Operations Manage messages, printer cutput, printers, and jobs.
[]---{f’ Drspt %Databases DB2 fori.
-8 Hted00 2 File Systems Work with file systems.
[—]{E’ @Application Development Work with application development tools.

%% Basic Operations
E% Databases
Eh Htedermo3
@ Schemas
& Database Maintenance
& Database Mavigater Maps

- SQL Plan Cache
..-QQ Transactions
@-=2 File Systerns

[]...@ Application Development
@l Heade
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This is the name of the database as it appears in System | Navigator under [Server] > Databases

Gl Leadead

iSeries program libray

FYMy Tasks - Htedemo3

] System i Navigator - o IEl]
File View Help
b BRB|XE | @E e (8 minutes old
Environment: My Connections | Htedemo3: Htedemo3  Database: Htedemo3
@ Managerment Central (Hte400) ~
Ew My Connections Name Description
[]...@’ Drspt @ Schemas Work with DB2 for i objects.
[]"'E’ Hted00 @'Database Maintenance Manange database maintenance activities
[_]&’ Htedemol & Database Navigator Maps Work with Database Mavigator maps.
% Basic Operations Eﬂ S0L Plan Cache Waork with 50L plan cache snapshots and event monitors,
EI% Databases L"‘L*,\Transactio-ns Work with transactions.
i
@ Schemas
@9 Database Maintenance
@ Database Navigator Maps
=™ SOL Plan Cache
- Transactions
[-=2 File Systermns 1
(-8 Application Development
v < >

This is the name of the PGM library as it appears in System | Navigator under [Server] >
Databases > [DatabaseName] > Schemas

|

@ System i Navigator
Fie | Edt | View Help
% E‘ X @@ 43 minutes old

Environment: My Connections

| Htedemod: Schemas  Database: Htedemod

@ Management Centra! (Hted00)

Em My Connections

[]-u[f] Drspt

o L

[][fl Htedemod

@9 Basic Operations

U% Databases

Eh Htedemo3
@ Schemas
&' Database Maintenance
% Database Navigator Maps
B2 S0L Plan Cache
-‘f»‘Q Transactions

— e

Visit us at centralsquare.com

Neme System Name | Owner Created By Ted

IDCHCoMLB DCKCOMUB  QOTHPRDOWN QDO LANSA SHARED LIBRARY
@IDCHPGMLB DCAPGMUB  QOTHPRDOWN QDO LANSA PROGRAM LIBRARY
EHTEDTA HTEDTA (SECORR QH:T2 HTE 2.0 Base Prod Naviline datz b
EHTEDTAT HTEDTAT (SECORR OHT2 HTE 2.0 Base Prod Naviline datz b
O HTEPGM (SECORR QSECORR HTE Base Program library 20
EIHTEPGMT HTEPGMT (SECORR QSECOFR HTE Base Program lbrary 21
HTSDTA HTS0TA (QPGMR QSECORR Naviline Select Base FA Data Library 20
EHTSPGM HTSPGM (QPGMR QSECORR Naviline Select Pragram Library 20
EHTSPMT HTSPGMT QPGMR QSECORR Naviline Select Pragram Library 20
(=0 OGP Q8Y8 1B General Purpose Library
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This is the name of the DTA library as it appears in System | Navigator under [Server] >
_Databases > [DatabaseName] > Schemas

@ System i Navigator = B
{| File Edit View Help
x @ 46 minutes cld
| Environment: My Connections | Htedemo3: Schemas  Database: Htedemo3
@ Management Central (Hted00) ~
2B My Connections Name System Name Owner Created By Text
o s [ DCXCOMLIB DCXCOMLIB QOTHPRDOWN  QJDO LANSA SHARED LIBRARY
[ GB Drspt
@ﬁ Hted00 =S| DCXPGMLIB DCXPGMLIB QOTHPRDOWN  QIDO LANSA PROGRAM LIBRARY
- Htedemo3 =
B Basic Operations G HTEDTAT HTEDTAT QSECOFR QHXT2 HTE 2.0 Base Prod Naviline data lib
@ Dstabases [ HTEPGM HTEPGM OSECOFR QSECOFR HTE Base Program library 2.0
s mh Hts-de-mn} | HTEPGMT HTEPGMT QSECOFR QSECOFR HTE Base Program library 2.0
&) seh E|HTSDTA HTSDTA QPGMR QSECOFR Naviline Select Base FA Data Library 2.0
HDDETLM' & HTSPGM HTSPGM QPGMR QSECOFR Maviline Select Program Library 2.0
{ E-4pe Database Maintenance B HTSPGMT HTSPGMT QPGMR QSECOFR Naviline Select Program Library 2.0
| ~#fn Database Navigator Maps [ QGPL QGPL Qsvs “IBM General Purpose Library
B™ saL Plan Cache
.fo‘f'\ Transactions
-2 File Systems
@ Application Development
o G Lieerden? il A5 v

If you have multiple environments set up on iSeries, such as for LIVE and TEST, then you need to
enter the environment name. If you sign in to either Naviline or Select and get an environment
screen, then this would be the environment you normally select on that screen. If you do not
normally get the environment screen, then there isn’t an environment and you can leave the
environment blank. You can further check for environment names in either Naviline or Select
by using a F9 command line > strsql > CALL HTOO5P. This will bring up an environment list if

there are any available.
={] Session A - [24 x 80] - B

File Edit View Communication Actions Window Help

B B 2% B % 2 @l
HTOO5F01 Superion Menu Driver
Library List Maintenance

Position to Application

Type options, press Enter.
2=Change 3=Copy 4=Delete 5=Display

Opt App Additional Suffix Environment Description
Library

HR LIVE V9. PTF HTEDTAV
HT LIVE V9. PTF HTEDTAV
KA DTAS V9. PTF HTEDTAV
KA DTAV V9. PTF HTEDTAV
KA LIVE V9. PTF HTEDTAV
KA TEST V9. PTF HTEDTAV
KX DTAS V9. PTF HTEDTAV
KX LIVE V9. PTF HTEDTAV

mumcwCcwnm

Bottom
F3=Exit F5=Refresh Fe=Add

MA A 04/032
4256 1902 - Session successfully started
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If the install gives errors that it cannot write or save values to one of the configuration files,
then it can be edited manually after the install. The install log should indicate what file it was
unable to write to. This section lists the files and values that need to be set. You can open the
named and manually set the value if needed.

Troubleshooting: Manually setting configuration values

The tables below list the configuration checklist items to get your values from, and in the
Key/Value column it gives the section of code for where to set that value in the file. Searching
on the keyword highlighted in light blue will help you find the section in the file. Replace the
value highlighted in yellow with the value from your configuration checklist.

Web.config
This is the configuration file for the Fusion web service. This file is located at:
C:\inetpub\wwwroot\FusionServices\Web.config

The key values highlighted in blue are the names to search for to find them in the web.config
file. The values highlighted in yellow are what you would change to reconfigure it to your
configuration values.

Configuration Item Key/Value

iSeries URL <add key="SPS:Server" value="iVendor.com"/>

Configuration List: 2¢
iSeries Database <add key="SPS:Database" value="iVendor"/>

Configuration List: 2¢

iSeries Program Lib
Configuration List: 2d

iSeries Data Lib <add key="SPS:DatalLibrary" value="HTEDTA"/>

<add key="SPS:ProgramLibrary" value="HTEPGM"/>

Configuration List: 2e

LS -C NE[ | <add key="SPS:RegisteredLibrary” value="HTEPGM®/>
Configuration List: 2g

iSeries Environment <add key=“SPS: Environment" value="ENV"/>

Configuration List: 2f
Naviline Server <add key="SPS:NavilineServerName" value="NLSErver.domain.com"/>

Configuration List: 3a
App ID <add key="SPS:AppID1" value="yourAppID"/>

Configuration List: 1a

App Key <add key="SPS:AppKeyl" value="yourAppKey"/>

Configuration List: 1a
Key Desc <add key="SPS:KeyDescl" value="yourCityName"/>

Configuration List: 1a
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NOTE: If the IBM Client Access is installed after IIS is installed, it may remove the permissions
to the machine.config files. You will get this error if you try to browse the FusionServices page,
or even from browsing the Default Web Service page. This section tells you how to reset the
file permission.

Troubleshooting: HTTP Error 503. The service is unavailable

Machine.config

After installing the IBM Client Access, you may receive an error when you browse the
FusionService page:

HTTP Error 503. The service is unavailable.
IIS requires read access to your machine.config file. Read permissions may have been removed
when installing the IBM System | Access. You would see the following message in the Event
Viewer if it does not have access:

i Event Properties - Event 2307, IIS-W35VC-WP -

General | Details

The worker process for application peocl 'DefaultAppPocl’ encountered an error 'Cannot read
cenfiguration file due to insufficient permissions

' trying to read configuration data from file "\ M CA\Windows\Microsoft. MET\Framework6dd
owed 030319 CONFIGmachine.config’, line number '), The data field contains the error code.

[«] []

Log Mame: Application

Source: [15-W3SWVC-WP Logged: 3/18/2015 5:21:13 PM

Event ID: 2307 Task Category: Mone

Level: Error Keywords: Classic

User MNSA Computer GM-Fus-QAtest.lkm.Sungardps.lcl
OpCode: Infao

Maore Information:  Event Leg Online Help

To fix the error, grant Read access permission to the file:
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config

Right click on the file and select Properties > Security > Edit
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Select this object type:

|Users. Groups, or Builtin security principals

From this location:
|EN-FU5-!]ATEST

Enter the object names to select (=@mples):
I5_IUSRS

Click on the Locations button to change it from your domain name to the local machine name.
Enter IIS_IUSRS at the bottom and click OK.

Securty

Object name:  C\Windows \Microsoft. MNET\Framewor64'w4.0.30

GI’OIJI] ar user names:

52 SYSTEM

3 Craig Wilding (SunGard-Lake Mary) (craig wilding@sungard ...
52, Administrators (GN-FUS-QATES T\ Administrators)

82, 115_IUSRS (GN-FUS-QATESTMIS_IUSRS)

Permissions for [15_ILUSRS

Full cortral
Modify

Read & execute
Read

Write

It should have the Read & execute and Read permissions selected. Make sure they are
checked, and click OK.
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If you have already installed Fusion, make sure the Fusion App Pool in IIS is started. This may
have been stopped if you received the 503 error due to the machine.config files.

In IS Manager, select Application Pools in the tree view on the left. Select FusionAppPool

from the list, then click the Start button on the right side.

| Internet Information Services (I1S) Manager

BE

@ ) |‘;3 » GMN-FUS-QATEST » Application Pools

|&@ @ -

File  View Help

Connections .
ST Ugl Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are
associated with worker processes, contain one or more applications, and provide iselation among different

Actions

L=

Add Application Peol...

Set Application Pool Defaults...

ciate Application Pool Tasks
. applications.
;_@ Default Web Site Filter: - Go %ShUWAII Group by: Mo Grouping - B Stop

l> | aspnet_client MName = Status MET CLR V... Managed Pipel... Identity Applications .

b -7 Fusionlnstall L2 NETv2.0 Started  v2.0 Integrated ApplicationPoolld.. 0 Edit Application Pool

p? FusionServices 2} NETv2.0 Classic ~ Started  v2.0 Classic ApplicationPoolld.. 0 D Basic Settings...

b <[] FusionServices BA 2 NET v4.5 Started w40 Integrated ApplicationPoolld.. 0 Recycling...

I -] FusionServices BA MET vd.5 Classic  Started w40 Classic ApplicationPoolld.. 0 Ad\;an(ed Settings

lassic .NET Ap... Started  v2.0 Classic ApplicationPoolld.. 0 -
2 w0 Integrated ApplicationPoolld... 1
I@Fu;innnpppmnl Stopped Ivd.D Integrated ApplicationPoolld... 1 K Remove
View Applications
‘@' Help
< m > Content View
Ready @j
You should now be able to browse the Fusion Service site.
In IS Manager, expand the Sites > Default Web Site in the tree view on the left. Select
FusionServices from the list, then click the Browse button on the right side. There is one
Browse button for using http, and one if you are using https.
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@ v GMN-FUS-QATEST » Sites » Default Web Site » FusionServices »

File View Help

e-Hi& e

w Start Page
ﬁ GN-FUS-QATEST (LKMfinal.
@ Application Pocls
4-[@] Sites

4 ) Default Web Site
|‘> =] aspnet_client

[: . oninsta
b 15 Fusionsenvices
2

[‘> .[7] FusionServices_BA

/FusionServices Home

Filter: * W Go - ghShowAll | Groupby: Area - 3~
ASP.NET |~
; $ F 12
H = =
8 = 4 > &Y
NET MET .MET Error .MET NET Profile  .NET Roles  .NET Trust =
Authorizat... Compilation Pages Globalization Levels
MET Users  Application  Connection Machine Key Pages and Providers  Session State
Settings Strings Controls
=]
SMTP E-mail -
v

ﬂ Explore
Edit Permissions...

Basic Settings...

View Virtual Directories

[$] Browse %80 (http)
Browse 1443 (https)

Advanced Settings...

@ Install Application From Gallery

Deploy @
@ Export Application...
E[ Import Application...

= Femreion | Comtent Vi

e Help

The Fusion Web Services page should come up in your web browser.
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